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LIFE INSURANCE CORPORATION OF INDIA

Dated. 27-May-2025

'Expression of Interest' (EOI) for Aadhaar Data Masking Solution

nO\_q-Uq\Nomm-Nm\mO_\.pmn:mm;\_mm&:w Date: 30/04/2025

26 May, 2025 (Monday) at 11.00 Hrs.

| Hosted virtually at LIC of India, Central Office, IT/SD Department, 2nd Floor, South Wing, Jeevan Seva
Annexe Building, S. V. Road, Santacruz (W), Mumbai, Maharashtra - 400054.
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Clarifications in regards to queries / suggestions received for
‘Expression of Interest' (EQI) for Aadhaar Data Masking Solution

Ref: CO/IT-DT/2025-26/EOI/AadhaarMasking dated 30/04/2025

Para / Clause

# zmmu.n..h.ﬂw as Content of Para / Clause under S i _—
per EOI Reference as per EOI Document y 88 | P

Document
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REF: CO/IT-DT/2025-26 /EOI/AadhaarMasking

DATE: 30/04/2025
Para / Clause
under
Content of Para / Clause under 4
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document

| PNthentwillbe TIE, Ifitisa

PDF then PDF, If it .‘,*u, w :5

| _.(_gg_. E %m

3.2.2 Process flow.

The proposed solution should call the
Aadhaar Vault to generate a secure

Assuming LIC has signed an
application with C-DAC for ADV. Will
ADV key and Sandbox be provided to

Will be discussed and shared
with the Technically Qualified

2 Point d) MM“.M:%@ humber for the masked vendor for testing integration? This | Bidder before the POC.
’ will also require IP whitelisting.
Hence, can vendor IP be whitelisted?
o mm» _ e ‘ucans@c&géax%ggég?a?%%e&ﬁ% :oi_%.ass%sfaa:%
3 (Pomte) . ... W policy numbers. and oomesponding .. 0 L §w§§¢:§m&§
e ,..>mnrmm~<m£~3«a§8=:§ e e e .
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PRE-BID QUERIES AND RESPONSES
REF: CO/IT-DT/2025-26 /EOI/AadhaarMasking

DATE: 30/04/2025
Para / Clause
under :
Content of Para / Clause under -
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document
LIC will provide API that fetches
: e . o What is the process of receiving the | one document at a time,, you can
4 General MME.MMW@WMN:%M. oumm_%h_%: ~w>_u_m for documents? Instead of  API | decide to develop your own code
9 integration, can we process it as a | for processing methodology that
batch? suits your solution.
Public n_o..a wsoca
. Dep
e ,aﬁm_u!mw:_co_.oﬁouﬁu
. | ,§= Lc 882 Qgﬁ based | Centers ) and public APIs over
e vazg Thoelies | m%%h&%. a.soa Mm:anma | deployment for faster project closure | internet is not feasible . APIs
. and .:ﬁ_waoamg: ] simultaneously mom%mm 4 eioamao: sites | 7 With Cloud based deployment, the | can vnnnacu,uﬁ e:.e over
W >33m§., | . c:._o o | quality of masking will be much better \.._n.u LAN.
L | than on-prem solution, m-moiw:méf
g ,_._ai =c=&2 of Ewm vonnsma . w.%% need 8 _uaan 30
; . required infrasts
_v.dqaoa wn _._a Data nb.so.,
B The project timelines is to
complete 24 Crores of policies
the object is to measure the accuracy of The Project timeline will be dependent | within the stipulated period of 12
the offering and validate if the vendor can | on fetching data from the Aadhar | months. Your solution for POC
6 6.2 Demo process the delivery of 24+ crores policy vault. Hence, timelines of deployment | should provide evidences that
within 12 months from the award of will have to be discussed basis the | your solution will be able to
contract. PoC. deliver within this time frame i.e.
from download of the document
from PN File, processing for
Masking, Aadhar Vault Integration
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LIFE INSURANCE CORPORATION OF INDIA zm—u" no\mq—.l—vq-.\NcN MnNO\mo—\>wa‘=Nﬂﬂ=Nm—ﬂmﬂn
DATE: 30/04/2025
Para / Clause
g Content of Para / Clause under
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document
and eventual update with the
masked images.
After processing the policy documents, if )
the Aadhaar card is detected, the Aadhaar | 985& _:ﬁna 8:555@ >ma.,5q
/ number will be masked in ‘compliance with ;nm& :mm to be ao..zaxan ‘
, w»n _uBoommaoi. ‘ regulatory guidelines. The masked What does n?_.aazm of c::ﬁmxoa‘ ,
i vQ:S . ,>mn..§mn card will be uuo:i< m_oaa and ?%mm«ama :sm:.w o , >m%w« Oma mexaa .:ﬁmw
, _ ?&:mm_, ama ia be n«aﬁammo&_u‘._, e W ,§§§§§§§§%
delinked ._839@3‘%333«:8 %E e

rivacy and security.

3.2.2 Process flow.
8 Point c)

Masking Aadhaar Number

If an Aadhaar card is identified, the
proposed engine should masks the first 8
digits of the Aadhaar number, leaving only
the last 4 digits visible. Masking the
Aadhaar number should ensure that the
sensitive data is protected from
unauthorized access or exposure. In
certain cases, traces of both sides of the
Aadhaar card are found on a single page;
in such cases, the proposed engine
should mask the first 8 digits of the
Aadhaar number on both sides.

ADV integration for reference key
require Aadhaar
number be shared as input in the API
Hence, we assume that
masking will be accomplished after

generation  will
request.

the reference key has

generated. Would this assumption be

correct?

That is upto the bidder's solution
design.
been
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DATE: 30/04/2025
Para / Clause
under
Content of Para / Clause under :
# Reference as Reference as per RFP Do P Query / Suggestions Response
per RFP
Document
v L 0 e o ‘im_..mncamﬁ you to kindly modify this |
The applicant should be a EpaN and "Bidder(s) part of consortium should
well-established Organization and a il
) reliable System Integrator with qualified | be reputed and well-established |
ANNEXURE-1. Point # | staff, sufficient financial resources, and a | Organizations and with qualified Covnortiie ikdnd vt diliend
9 12 e proven installed base. The organization staff, sufficient financial resources, .,x%a,. 93&%%.% 8 0
! , “s:mm amswzmﬁ&@ 5@..%5.58%%?2. and a proven installed base. The | il .
Implement, and support the propo | organization(s) must demonstrate
i i the capability to deliver, implement,
; : | @nd support the proposed solution |
. e L oughout Bt lifecycle” .
As a prime vendor, executed the Aadhaar
. masking project in the BES| with 5 crores+ We request vendors to w..m selected for
g further round of evaluation based on
ANNEXURE-1. Point | documents scanned. And, the
5 . : : the results of the PoC. And, the ‘
10 | #5 implementation of NG’s OmniDocs . : Refer Corrigendum 2.
. : : b implementation of any DMS platform
version 10.0 with multiple instances and a ith multiole inst g
sizable document repository. YL TAR ins’ances and a sizable
document repository.
[ Considering the complexiiy of
. , : e , POC talks about end to end | downloading, uploading,
. lpeae e . _.,o_._. 6.2- A complete processing cycle of 2,000 integration. Ideally we would like to | processing time, hardware,
1 : umm , | policy documents will be conducted, | focus on the masking part during the storage etc required being
L _covering the entire workflow from ... | process. All other integrations would significant in comparison to
, . b . | be a matter of REST API integrations masking process end to end
. _ - §§<m=o:a Systems, @ @ solution will be evaluated.
_u,mcm 11, wm.oaoz c- | If ‘mz >mn_:mm~ wm:... is Em:%m,a,. the ﬂ_.o?. the mO_ aoo::.m::n wmm:.m that | ey :
12 Process flow - proposed engine should masks the first 8 | the aadhaar number is to be masked IMMMHMM: documents are not
Masking Aadhaar digits of the Aadhaar number, leaving only | only in Aadhaar card images. Are w& T Omw.w -
Number the last 4 digits visible. there any application forms or hand
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PRE-BID QUERIES AND RESPONSES
REF: CO/IT-DT/2025-26 /EOI/AadhaarMasking

DATE: 30/04 /2025

Para / Clause
under
Content of Para / Clause under .
£ zmwﬂ.m_.n.mw e Reference as per RFP Document Query / Suggestions Respouse
Document o
written aadhaar numbers which might | Images need to be identified in
also have to be taken into account the policy docket and masked in
an automated manner , Aadhaar
number to be extracted and
saved in ADV for reference
number generation .
o , ‘The process and methodology to il
Page 16, mmggj,fﬁﬁmm.wfsh%m%n%dﬂsﬁ_& { Nesd clarty on vol SREL
el et having an Nee fi c=< ::..Qmmm € iS | o k. : ‘
_nawa Timelines and | average of five pages within the some m..:c_ch in the document. At Policy can have multiple :
mplementation ; o document types of average 5
‘u.dma:cma time _sm | few places, it is mentioned that there pages each, hence the total no of
13 %n.oma:  are 5 pages per no..% and at other _vmnawua_,uo_q@ Szcomc i
o vmeo 8 Section un 2 ‘>uo=n< 38302. 8:2&823:_%_@ av_noam 20 pages qu ug.@ on m:,, ,Amvn«oaamﬁv
. n..ooumm Ioi _ pages A%u_.ozaﬁo?wo per policy),is “mcosu@
scanned and stored in TIFF formatand |
stored into a Eovamsé newgen software
format (PN files) for further processing.
A policy document, oo:w_mczm of multiple
- pages (approximately 20 per policy), is Do the PN files have any other format :
14 WWWMQMMWWWMHVO: 322 scanned and stored in TIFF format and other than fiff that the solution is HMM m,.__wm_% _..wumwﬂ: Wﬂ:mvmwma._.ﬂ
stored into a proprietary newgen software | expected to support. g ' '
format (PN files) for further processing.
o ‘We have done several projects on -
| Aadhaar Data Masking. Now, ‘in the EOI
o document (in )::ax:..w 1 vo_a #2), z.m - ? it Bmzam»oq to have aov.oﬁa m:a . o
e metioned thel used OmniDocs Version 10.0+forthe |
15 | ANNEXURE -1 The applicant should ua a Bvﬁma m:.u | solution or any other deployment will Refer Corrigendum 2.
_ L - well-established organization and a o m_mosaqxgﬁ:m.i_mqnmum%ao% P o
reliable System Integrator with nz&aan 1
| staff, sufficient financial resources, anda
____| proven installed base. The organization _

o wraters, gar svenfieft Framn ((ReaoRads) , faw Far s, arams (afm), HAE 400054
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DATE: 30/04/2025
Para / Clause
under
Content of Para / Clause under .
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document i
T L ‘| must demonstrate the capab .a;oﬁ?oq.
. _implement, and mcvwo:a.a g P
| mo_..au: 58:032&.8=ga_m ; , :
,<<.=_ the mm:i_o ,amnmm,m» contain ;
25 Actual data. To be executed in
16 | 6.2 Demo Execute PoC on 2,000 sample policies MMMMM_ Aadhaar numbers or mock LIC premises with bidders
i infrastructure deployed
L ; ‘ Kindly confirm the reference here in | ‘ .
‘System Integrator shall §:5omx§:c context of the Qazm. Service |
e system Integrator will provide support for | Providers as mentioned in the RFP. | .
17 | 1- Definitons g,.amnaaoz of masking solution s_ssa ~ | The scope oq 55%&3 manoéa__ YES
~{  |exsting|Tinfrastructure,data | system per nce needs to be | "7
e 3»:303@3 waaoswa._m«ﬂca Qi:oaggacﬁimm«sowvg%__g
e _ o _.;_Eas&:m}m%mm_,zawaaema_&o:
LIC ﬂmn::mm that Eaao_‘m m:n..:: results of
the Benchmarks for the best suitable - : '
2.5 Bonchmaring | SOUIon ystoms roposed, cared ou | 15,306t LIC o consider Gt
18 ’ by leading Consultants/ External evakalion YES
Agencies/ Analysts to justify bidders' -
strengths and experience in the
respective fields.
o 3%33?3:8@ . ‘We understand all t Ea points can be | Project References: Refer
C ol . |covered under a single reference | Technical mﬁ,cmwa: aagm in
19 28 . . o . véoa xgcuﬁrﬁﬁaoc:a::; . .wnoaum:acam ;
b ekeechistetlis . Thaeaii i %?u 5@ 288», Refer vmam_sssaga%aa ,
e | criteria for UAT. _ |ofConcept.
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LIFE INSURANCE CORPORATION OF INDIA

PRE-BID QUERIES AND RESPONSES
REF: CO/IT-DT/2025-26 /EOI /AadhaarMasking

DATE: 30/04/2025
Para / Clause
under
Content of Para / Clause under g
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document .
Request LIC to confirm if the entire
Each image in the docket needs to be | docket to be searched for Aadhaar | Only doc type "KYC Document”,
20 3.22b.i checked if it contains Aadhaar card in any | card Image or only doc tyoe "KYC | "Proposal Enclosures"  and
format Document”, "Proposal Enclosures" | "Others"
and "Others"”
‘ | The proof of Concept to be showcased | | !
: { .. [lonsite at the LIC Office and should g..comwn..a n_sa::oanwamxmﬂ:g:aa /
21 16 | completed within 3 days for the use cases | demo hardware installation m:a setup m&% time will cu n__oin
o ‘ defined. The vendor will install their time as well. , maa.».o:&?%imc: i
. L ,,;:u&im.de_,a.occao%co.mogﬁg o
L UloiiceatnocostioliC. |
Annexure 1- Pre Bidder should have to comply with all the
Qualification Criteria statutory and legal requirements.
#6 3
Request LIC to confirm the supporting | .. .
; : = acwczﬁimzo: required :MMM for maamxm.no Sublrit the seif-
22 Applicant should have Pan-India servicing clRen declaration
Annexure 1- Pre capabilities in order to provide services to P A
Qualification Criteria nationwide network of Offices of the
#11 corporation
L | Aadhaar Masking mo_%os;va?ﬁm | Can the bidder bid in consortium with |
Nu 26(Point1l) ;_;.__isﬁcaimvgn»a:mm%naﬁa | OEM, wherein the OEM has the ‘20 8:8&:3 uanwnm _m m__aioa ,
o e ‘.gagamm_gngso_o@ _Sv_msozﬁaczo_,o%:gaw o x&o..ooanazncaw
>m&..mm_. <m:= _Emoqmﬁ.o:
i. The proposed solution should call the Is Aadhaar Vault already deployed? Is
322 (d) Aadhaar Vault to generate a secure it already in place at LIC or is that | Yes already deployed in LIC,
24 i reference number for the masked expected to come in as part of the | bidder has to integrate.
Aadhaar. solution?
ii. The Aadhaar Vault acts as a secure
repository for Aadhaar data, it allows

Ffoer Frater, gaar SafAf v (feauRads) , e Ja sqerrs, aiamgs (af30), 59 400054
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DATE: 30/04/2025

Para / Clause
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# R —,E:_n.. Content of Para / Clause under s . R
i il Reference as per RFP Document Gnary / Sugnostioes i s
per RFP
Document
seamless retrieval of reference numbers
tied to Aadhaar cards for audit and
compliance purposes.
Infrastructure & stack requirement -
' a.) can the PoC be deployed using the
virtual or cloud-based infrastructure,
or is physical hardware mandatory?
b.) if it is on premise, what access do
we get to LIC data centre for us to go
info the awv_o<:.¢=3 any particular | a) Physical :waim_a ,m
: | access hours? | mandatory, on premise setup
: / | c)arethere any | __B_Seozm if we bring | b) details will be shared with
Fo nag of Concept 3 be showcased in our own  hardware? | successful bidder.
onsite at the LIC Office and should be for example - any license we must | c) details will be m:mau with
| completed within 3 days for the use cases | have? can we run it on open 358 ! | successful bidder. i
25 defined. The vendor will install their | ubuntu? | d) details will be shared with
| hardware for the Demo at LIC’s oo::m_ 1 d) will the <o_.52 ao allowed to successful bidder. ,
Rmom & no 8& to r_o connect their hardware to LIC internal | e) details will be shared with
- | network, or will a segregated / demo | successful bidder. L
network  will be  provided? ! f) details will be shared with
|e) are there any limitations on | successful bidder.
| installing third party software, agent, ]
v or driver on the PoC setup?|
: | B)will Lic company uc..qo::mmmoczq ,
 laudit or roview of thel
| hardware/software 588 m__o§:n,
] aol@:ﬁ:ﬁ :
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LIFE INSURANCE CORPORATION OF INDIA

Para / Clause
under
Content of Para / Clause under :
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document
Hardware has to be provided by
Bidder and proposed billing model
must include all cost including
The billing Model and estimated rates o>»ﬂ_% .n."ﬂ.m__w_nm“mi_o.q_ Monw mv M<mw~:_«33
should include the cost of all hardware If the hardware needs to come from the pro ommo d billin :..owm_
26 7 | services, support, and personnel needed | the bidder then is there a AMC model D 9 i
to execute this project; LIC will not provide | in place for it? If yes, what is the Commercial will be Rate per

the hardware required. duration? Image Successfully identified in
“the Docket, masked and updated
in the EDMS and also in the
Aadhar Vault Repository.

e st e , security, and regulatory mismatches, or failures resulting from |
|| hedeervaurogenersaseour | Aschaar vauk or e o |

N

L e T e mv Nmm He On..

13
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LIFE INSURANCE CORPORATION OF INDIA

PRE-BID QUERIES AND RESPONSES
REF: CO/IT-DT/2025-26 /EOI /AadhaarMasking

DATE: 30/04/2025

Para / Clause
under
Reference as
per RFP
Document

Content of Para / Clause under
Reference as per RFP Document

Query / Suggestions

Response

28

Page No. 14 6

Invitation for Proof of Concept

The vendor shall not be responsible

for failure or delays due to unavailable
or non-functional data sources,
formats, or APls.

Bidder to be guided by EOI
document.

29

 ANNEXURE-1

Pdca Dco;mm Zw_" OQ_._..U._.\Nomm,

e | 2SECUAadhaarMasking

- CONT-DT/2025-
{ our queries

, Please clarify on the B?B:oa vm:
e o | mentioned in ANNEXURE-1 Pre-
b Guslficetion Critelle Poird nunbiar S
ol ,Q:gzsm_iocavmu«ouowsnm

~ | solution to deliver the service we
would request you to include the
| Make In India clause applicable for
| the proposed solution as thisis
| mandatory as per the government
| notification and the solution falls

| solution. v.emmo B?q the ms»%oa
| notification

. some relaxation for the bidder or the
o | OEM mo_c..o: ::aﬂ 5@ mﬁa%
__|category

In reference to the floated EOI m&.
Nm\mo_\,»%_,sim%é mm_% aa

under the category of cyber 88:?,

We would Enco& you to va__uog

.,wo?mooiogmcs,m. |

30

Pg 18

Annexure 1
5+ crore documents scanned

Bidder _,mncmwﬁm this 8 cm 30%. wa to

documents / pages as document
format varies across the BFSI
landscape

Refer Corrigendum 2

Fh Frate, g SAf Rromr (RfeaoRad) Stare AT st AT (AF), 7E 400054
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PRE-BID QUERIES AND RESPONSES
REF: CO/IT-DT/2025-26 /EOI/AadhaarMasking

DATE: 30/04/2025

Para / Clause
under
Reference as
per RFP

Content of Para / Clause under
Reference as per RFP Document

Query / Suggestions

Response

. 3 vn $

UonE:a:n

f._uooo&ooso%s?

, o ,,.a::sissama&ga&ag*—zs,.
o el

Eaanﬂao
_uoaougm scorte -

,.onvaﬁmaeé
egate ,,amnomaa:e?mvmasv%:u
T | vﬁaoa

niag

32

6.2 Demo

Error Management Workflow:

| _A.:a_< m_mco_.mﬁm on the expected

protocol for handling corrupted
files, unreadable Aadhaar images,
or conflicting entries identified
during the masking process.

Bidder to propose based on
earlier assignments.

33

coae L The  moles | and
g mxumoﬁ_a 2@3 each partner within |
b o e I he . 8:83:3;&,
oy e - ﬂﬁ aen:..:mznmaoa Bn::.ma for |
. L 3&:03:&:3 of c:.nmaﬁ:&:@

be  fulfilled  collectively.

responsibilities

mcv.:wm.g

o 5& _umnzm_, can_m_sg:. mnn_

Gl e o e _m:% confirm whether Ssmoa_._an_

e e | are permitted to participate in this |

, el G o permitted, please clarify:

e 4 s o o ,,i:mn:m.‘m_*agmo&caamawwﬁma

L o s . ,_,.,wa«mn::ma to .:&.Sa:m? meet the |

Lo L e | eligibility criteria, o..irmn:nm:mnm: ,
Consortium Participation:

leg. |

Zoggacsgaaa.um:oga
x&fgno:acan P
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PRE-BID QUERIES AND RESPONSES

gt b B B REF: CO/IT-DT/2025-26 /E01/AadhaarMasking
DATE: 30/04/2025
Para / Clause
Witer Content of Para / Clause under :
# Reference as Reference as per RFP Document Query / Suggestions Response
per RFP
Document

Bidder to Refer Cormigendum 2 for
Updated Pre- ,
Qualification(Eligibility) and

# Additional Technical Evaluation Criteria.
T
Z SECRETARY (IT/SD)
R A A R S Page 13 of
13
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