Responses to Pre-bid queries on Technical Specifications- RFP for Supply, Installation, Integration and Support of Network Routers, Switches etc. for LIC of India Ref: CO/IT-BPR/NW/RFP/2019-20/02 Dated: 4th October 2019
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1 Additional Queries for 8,24 and 48 NA Switch must support Openflow/Rest Software defined Access Please be guided by the RFP
ports switches APIs /Openflow1.3/REST APIs is a tool which is
being used as a next generation
networking tool. This provides a simple,
secure, unified, and integrated offering for
enterprise network customers to ease new
branch or campus device rollouts or for
provisioning updates to an existing
network with a near zero-touch
deployment experience.
REST APl is a tool to allowing other
programs to interact with it without the
need for a developer to share its entire
code.Thus, request you to please consider
this.
2 Additional Queries for 8,24 and 48 NA Switch supports 512 VLANs and 4,094  |For NAC policy manageer and other Please be guided by the RFP
ports switches VLAN IDs security solution, LIC will required
concurrent VLAN to be supported on the
switch for current and immedite future
requirement. Thus request you to consider
this point
3 BO Router Specifications Router Architecture Requirement  [The Router should support Serial Links |570 number of Ethernet to serial Please be guided by the RFP
with Ethernet to serial converter converters has been asked. Instead of
connecting Serial to Ethernet convert First
then Router, We suggest Serial link
support on the Router itself. This will
eliminate need of Ethernet to serial
converters plus one point of failure will be
reduced.
4 BO Router Specification 7 The router should support serial links Please clarify if product need to have Different OEM is acceptable
with Ethernet to Serial Converter inbuilt serial port or Ethernet to serial
converter from same or different OEM is
acceptable
5 BO switch specifications (24 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing
and RIP
6 BO switch specifications (24 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing
and RIP
7 BO switch specifications (24 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing
and RIP
8 BO switch specifications (24 Ports) The switch should have 128MB of  [Request to change: The switch should Please be guided by the RFP

Flash Memory

have 256MB of Flash Memory
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9 BO switch specifications (24 Ports) The switch should have 128MB of  [Request to change: The switch should  |Switch should have minimum 512 DRAM Please be guided by the RFP
DRAM have 512MB of DRAM memory to support various services like
DACL, QoS, 802.1x together without any
performance impact.
10 |BO Switch specifications (24 ports) 8 The switch should have 128MB of Switch should have minimum 512 DRAM Please be guided by the RFP
DRAM memory to support various services like
DACL, QoS, 802.1x together without any
performance impact.
11 BO switch specifications (24 Ports) The switch should have 128MB of Request to change: The switch should Please be guided by the RFP
DRAM have 512MB of DRAM
12 BO switch specifications (24 Ports) The switch should have 128MB of Flash |Request to change: The switch should Please be guided by the RFP
Memory have 256MB of Flash Memory
13 BO switch specifications (24 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing and
RIP
14  [BO switch specifications (48 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing
and RIP
15 BO switch specifications (48 Ports) The switch should have 128MB of  [Request to change: The switch should Please be guided by the RFP
Flash Memory have 256MB of Flash Memory
16 |BO switch specifications (48 Ports) The switch should have 128MB of  [Request to change: The switch should  |Switch should have minimum 512 DRAM Please be guided by the RFP
DRAM have 512MB of DRAM memory to support various services like
DACL, QoS, 802.1x together without any
performance impact.
17  |BO switch specifications (48 Ports) The switch should have 128MB of  [Request to change: The switch should  |Switch should have minimum 512 DRAM Please be guided by the RFP
DRAM have 512MB of DRAM memory to support various services like
DACL, QoS, 802.1x together without any
performance impact.
18 [BO switch specifications (48 Ports) The switch should have 128MB of Request to change: The switch should Please be guided by the RFP
DRAM have 512MB of DRAM
19 [BO switch specifications (48 Ports) The switch should have 128MB of Flash |Request to change: The switch should Please be guided by the RFP
Memory have 256MB of Flash Memory
20 |BO switch specifications (48 Ports) Request to add: Please be guided by the RFP
Basic Routing Features: Static Routing and
RIP
21 Branch routerTechnical-Specifications- [Rollback function Rollback function Request to remove as this is specific to 1 Please be guided by the RFP
or 2 OEM's
22 DO Router Specifications 2 4 GB Flash Request change to 2GB as all OEM have Please be guided by the RFP

different OS Architecture for achiving
performance
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23 DO Router Specifications Commercial Bid Indicative Divisional Office Router cards for twenty|Quantity asked is 105. Request you kindly Please be guided by the RFP
serial interface clarify this .Is LIC is looking for single card
with 20 Serial Interfaces and Quantity of
such card is 105.
24 DO Router Specifications 3.4 IPv6- IKEV2 Request to remove IPv6- IKEv2 Please be guided by the RFP
25 DO Router Specifications 141 OEM should be leader in latest As per 2019 report there is no one in the Please be guided by the RFP
Gartner’s Magic Quadrant for the Wired [Challenger quadrant as request you to
and Wireless LAN Access Infrastructure . [concider Visionaries Quadrant also
This clause will not be applicable to
Indian OEMS
26  |DO Router Specifications 12.6 Rollback function Request to remove as this is specific to 1 Please be guided by the RFP
or 2 OEM's
27 Network switches Excel Shet Technical Specification 8 Ports Minimum 500 DRAM and 250 MB FLASH |In case of 8 port switch memory asked is Please refer to the revised
switches Serial number 48 more than 24 & 48 Port . technical specifications for 8
port switches .
28 Row No. 20 of Technical specifications [Static Routing and RIP RIP is a legacy routing protocol and have Please be guided by the RFP
of 24 port switches hardly seen anyone using it on branch
access switches, thus request you to
ammend the clause as "Static Routing"
29 Row No. 20 of Technical specifications [Static Routing and RIP RIP is a legacy routing protocol and have Please refer to the revised
of 8 port switches hardly seen anyone using it on branch technical specifications for 8
access switches, thus request you to port switches .
ammend the clause as "Static Routing"
30 |Row No. 43 of Technical specifications [Auto configuration of switches at Could you please clarify on this Please refer to the revised
of 8 port switches the branches to aid error free requirement as auto configuration of technical specifications for 8
configuration and up gradation switches can be achieved via APl and port switches .
NMS tool, thus do we have to supply
NMS tool for zero day configuration and
support of APIs (application
programming interfaces) on the
switches for integration with third party
tools to have this automated solution
and protect your investment on the
swicthes . Request you to consider to
have support of APIs on the switches
31 Row No. 45 of Technical specifications [Syslog is a way for network devices [To have additional monitoring and Clause Deleted

of 8 port switches

to send event messages to a logging
server —known as a Syslog server
using syslog protocol.

reporting capabilities for statistics,
history, alarms and events do we also
have to support sflow/netflow/jflow or
equivalent as part of the switch to
protect your investment on this
switches
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32 Row No. 53 of Technical specifications [Minimum 500MB DRAM and 250MB [Request you to remove this clause as Please refer to the revised
of 8 port switches Flash every OEM have their own technology technical specifications for 8
to manage the performance and port switches .
optimization. This will restrict Leading
OEM s to qualify though we can achieve
feature/functionality as required by you
33 Row No. 10 of BO router specifications [Minimum 2 GB of SDRAM should be [Request you to remove this clause as Please be guided by the RFP
supported from day one. every OEM have their own technology
to manage the performance and
optimization. This will restrict Leading
OEMs to qualify though we can achieve
feature/functionality as required by you
34  |Row No. 108 of BO router AC Power Supply 60 Watt AC 60 W is something propietary to one Please refer to the revised
specifications version platforms particular OEM and thus request you to technical specifications for BO
remove this clause Routers
35 |Row No. 11 of BO router specifications |Minimum of 1 GB Flash memory Request you to remove this clause as Please refer to the revised
supported from day one. every OEM have their own technology technical specifications for BO
to manage the performance and Routers
optimization. This will restrict Leading
OEMs to qualify though we can achieve
feature/functionality as required by you
36 |Row No. 110 of DO router Current WAN infrastructure is based |GETVPN is a Cisco prorietary protocol Please be guided by the RFP
specifications IPSec GETVPN. All key security and thus request you to standardize so
features of GETVPN should be that we can participate.
available with new routers.
37 |Row No. 111 of DO router Bidder should provide reference of |GETVPN is a Cisco prorietary protocol Please be guided by the RFP
specifications proposed OEM router integrated and thus request you to standardize so
with Cisco GETVPN infrastructure that we can participate.
with minumum 500 branches in
India
38 |Row No. 112 of BO router Current WAN infrastructure is based |GETVPN is a Cisco prorietary protocol Please be guided by the RFP
specifications IPSec GETVPN. All key security and thus request you to standardize so
features of GETVPN should be that we can participate.
available with new routers.
39 Row No. 113 of BO router Bidder should provide reference of |GETVPN is a Cisco prorietary protocol Please be guided by the RFP

specifications

proposed OEM router integrated
with Cisco GETVPN infrastructure
with minumum 500 branches in
India

and thus request you to standardize so
that we can participate.
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40 |Row No. 114 of BO router The existing WAN infrastructure GETVPN is a Cisco prorietary protocol Bidders are requested to
specifications runs on eigrp at certain and thus request you to standardize so provide a seamless integration
segments.Any proposed model that we can participate. using other protocols .
should seamlessely integrate with
the same .
41 Row No. 114 of DO router The solution should be able to These all are SDWAN specifications, Please refer to the revised
specifications support upcoming trends in Wide  |thus request you to confirm whether do technical specifications of DO
Area Network which allows to use  [you want this on day one itself without Router
WAN basedo n centralize based any change of OS and do you also want
architecure controller that can to ensure that all other traditional
features also be included alongwith
thease features
42 [Row No. 115 of BO router Compatiblity with Future Setup These all are SDWAN specifications, Please refer to the revised
specifications thus request you to confirm whether do technical specifications for BO
you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
43 Row No. 115 of DO router End to End link Quality detection These all are SDWAN specifications, Please refer to the revised
specifications based on loss, latency and jitter and [thus request you to confirm whether do technical specifications of DO
traffic routing based on link quality [you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
44 Row No. 116 of BO router The solution should be able to These all are SDWAN specifications, Please refer to the revised
specifications support upcoming trends in Wide  |thus request you to confirm whether do technical specifications for BO
Area Network which allows to use  [you want this on day one itself without Router
WAN basedo n centralize based any change of OS and do you also want
architecure controller that can : to ensure that all other traditional
features also be included alongwith
thease features
45  [Row No. 116 of DO router Providing end to end segmentation [These all are SDWAN specifications, Please refer to the revised

specifications

for different traffic and creating
multiple virtual topology based on
traffic segment

thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

technical specifications of DO
Router
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46  |Row No. 116 of DO router Providing end to end segmentation |These all are SDWAN specifications, Please refer to the revised
specifications for different traffic and creating thus request you to confirm whether do technical specifications of DO
multiple virtual topology based on |you want this on day one itself without Router
traffic segment any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
47  |Row No. 117 of BO router End to End link Quality detection These all are SDWAN specifications, Please refer to the revised
specifications based on loss, latency and jitter and [thus request you to confirm whether do technical specifications for BO
traffic routing based on link quality [you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
48 [Row No. 117 of DO router Forward Error Checking and packet [These all are SDWAN specifications, Please refer to the revised
specifications duplication for voice and video thus request you to confirm whether do technical specifications of DO
traffic you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
49  [Row No. 117 of DO router Forward Error Checking and packet [These all are SDWAN specifications, Please refer to the revised
specifications duplication for voice and video thus request you to confirm whether do technical specifications of DO
traffic you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
50 |Row No. 118 of BO router Providing end to end segmentation [These all are SDWAN specifications, Please refer to the revised
specifications for different traffic and creating thus request you to confirm whether do technical specifications for BO
multiple virtual topology based on |you want this on day one itself without Router
traffic segment any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
51 Row No. 118 of DO router Building various IPSec topology like [These all are SDWAN specifications, Please refer to the revised

specifications

Hub and Spoke , full mesh, partial
mesh, as per policy pushed from the
Central controller and changing
overlay topology by pushing policy
on controller only

thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

technical specifications of DO
Router

6of 12




Responses to Pre-bid queries on Technical Specifications- RFP for Supply, Installation, Integration and Support of Network Routers, Switches etc. for LIC of India Ref: CO/IT-BPR/NW/RFP/2019-20/02 Dated: 4th October 2019

LIC of India

IT Dept., CO

S.No

RFP
Document Reference
(s) (Page Number)

RFP Document Reference(s)
(Section)

Clause (in brief) of RFP requiring
clarification(s)

Brief details/ Query in reference to the
clause

Remarks

Response

52 Row No. 119 of BO router Forward Error Checking and packet |These all are SDWAN specifications, Please refer to the revised
specifications duplication for voice and video thus request you to confirm whether do technical specifications for BO
traffic you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
53 Row No. 119 of BO router Building various IPSec topology like |These all are SDWAN specifications, Please refer to the revised
specifications Hub and Spoke , full mesh , partial [thus request you to confirm whether do technical specifications for BO
mesh, as per policy pushed from the |you want this on day one itself without Router
Central controller and changing any change of OS and do you also want
overlay topology by pushing policy |to ensure that all other traditional
on controller only features also be included alongwith
thease features
54  |Row No. 119 of BO router Forward Error Checking and packet [These all are SDWAN specifications, Please refer to the revised
specifications duplication for voice and video thus request you to confirm whether do technical specifications for BO
traffic you want this on day one itself without Router
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features
55 Row No. 12 of DO router specifications [Minimum 4GB of SDRAM should Request you to remove this clause as Please be guided by the RFP
have from day one. every OEM have their own technology
to manage the performance and
optimization. This will restrict Leading
OEMs to qualify though we can achieve
feature/functionality as required by you
56 |Row No. 12 of DO router specifications [Minimum 4GB of SDRAM should Request you to remove this clause as Please be guided by the RFP
have from day one. every OEM have their own technology
to manage the performance and
optimization. This will restrict Leading
OEMs to qualify though we can achieve
feature/functionality as required by you
57 Row No. 120 of BO router Automatically build IPSec overlay These all are SDWAN specifications, Please refer to the revised

specifications

topology once device is connected

on WAN

thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

technical specifications for BO
Router
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58

Row No. 120 of DO router
specifications

Solution should be able to rotate
encryption keys periodically,
without impacting IPSec network

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for DO
Router

59

Row No. 121 of BO router
specifications

Solution should be able to rotate
encryption keys periodically,
without impacting IPSec network

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for BO
Router

60

Row No. 121 of DO router
specifications

Application aware Zone based
firewall

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for DO
Router

61

Row No. 122 of BO router
specifications

Application aware Zone based
firewall

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for BO
Router

62

Row No. 122 of DO router
specifications

Provide Application visiblity per
Branch

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for DO
Router

63

Row No. 123 of BO router
specifications

Provide Application visiblity per
Branch

These all are SDWAN specifications,
thus request you to confirm whether do
you want this on day one itself without
any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

Please refer to the revised
technical specifications for BO
Router
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64 |Row No. 123 of DO router Perform two factor device These all are SDWAN specifications, Please refer to the revised
specifications authenticaltion before it starts thus request you to confirm whether do technical specifications for DO
communicating on Network you want this on day one itself without Router

any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

65 Row No. 124 of BO router Perform two factor device These all are SDWAN specifications, Please refer to the revised
specifications authenticaltion before it starts thus request you to confirm whether do technical specifications for BO
communicating on Network you want this on day one itself without Router

any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

66 Row No. 124 of DO router Perfrom Centralized Path These all are SDWAN specifications, Please refer to the revised
specifications Computation and Policy thus request you to confirm whether do technical specifications for DO
Provisioning based on templates you want this on day one itself without Router

any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

67 Row No. 125 of BO router Perfrom Centralized Path These all are SDWAN specifications, Please refer to the revised
specifications Computation and Policy thus request you to confirm whether do technical specifications for BO
Provisioning based on templates you want this on day one itself without Router

any change of OS and do you also want
to ensure that all other traditional
features also be included alongwith
thease features

68 |Row No. 13 of DO router specifications [Minimum of 4 GB Flash memory Request you to remove this clause as Please be guided by the RFP
from day one. every OEM have their own technology
to manage the performance and
optimization. This will restrict Leading
OEMs to qualify though we can achieve
feature/functionality as required by you

69 Row No. 21 of Technical specifications [For managing a group of switches as|Do we have to consider any scalability Please refer to the revised
of 8 port switches a single entity minimum 4 switches |count of this switches i.e. 6, 7 or 8 etc technical specifications for 8
in single stack port switches
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70  |Row No. 21 of Technical specifications [Multicast IGMP v1, v2, v3 and Typically in industry, we have seen Please refer to the revised
of 8 port switches higher version should be supported [multicast applications to be IGMP v2 technical specifications for 8
supportand thus we request you to port switches
ammend this clause as "Multicast IGMP
v1,v2 be supported" so that leading
OEMs can qualify
71 Row No. 21 of Technical specifications [Minimum 380 on IPv4 and 200 on  |Typically, with IPv6 support required on Please be guided by the RFP
of 8 port switches IPv6 the switches, you have more IP
addresses as compared to IPv4
addresses thus considering its scale will
request you to ensure that atleast 740
ACE count support on IPv4 and IPv6. If
not then atleast ensure that ACE count
remains same on IPv4 and IPv6 to
protect your investment
72 Row No. 37 of DO router specifications [0 Route redistribution between EIGRP is OEM prorietary protocol and If the bidders proposed model
EIGRP and any of the above thus request you to standardize so that does not support eigrp route
protocols we can participate redistribution , thenthe
necessary configuration
changes for supporting all the
routing and links supported on
the router needs to be factored
by the bidder
73 Row No. 39 of BO router specifications | Route redistribution between EIGRP is Cisco prorietary protocol and If the bidders proposed model
EIGRP and other routing protocols |thus request you to standardize so that does not support eigrp route
we can participate redistribution, then the
necessary configuration
changes for supporting all the
routing and links supported on
the router needs to be factored
by the bidder
74 |Row No. 46 of Technical specifications |Local port mirroring for captures Local port mirroring for captures will Please be guided by the RFP

of 8 port switches

only support devices connected to local
switch but not sensors or wireshark
connected to remote switches or
different switches with LAN. Thus,
inorder to protect your switches
investment, request you to ammend the
clause as "Local and remote port
mirroring for captures"
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75 Row No. 7 of BO router specifications |The router should support serial We have additional support for serial Our specifications are provided .
links with ethernet to serial ports if you want, still you need support The bidder may choose to
converter for serial convertor provide additional ports to meet

our requirements . However this
should in no way dilute the
existing port requirements
specified

76  |Row No. 77 of DO router specifications [Support for GETVPN MIBs to get GETVPN is a Cisco prorietary protocol Please be guided by the RFP
SNMP alerts on management and thus request you to standardize so
system that we can participate

77 Row No. 78 of BO router specifications [Support for GETVPN MIBs to get GETVPN is a Cisco prorietary protocol Please be guided by the RFP
SNMP alerts on management and thus request you to standardize so
system that we can participate

78 |Tech BO switch specifications (24 Ports) |The switch should have 128MB of Request to change: The switch should Switch should have Please be guided by the RFP

DRAM have 512MB of DRAM minimum 512 DRAM
memory to support
various services like
DACL, QosS, 802.1x
together without any
performance impact.
79 |Tech BO switch specifications (24 Ports) |The switch should have 128MB of Flash [Request to change: The switch should Please be guided by the RFP
Memory have 256MB of Flash Memory
80 |[Tech BO switch specifications (24 Ports) Request to add: Please be guided by the RFP
Basic Routing Features:
Static Routing and RIP
81 |Technical-Specifications-Branch router |Security IPv6-IKEV2 suggest to remove Please be guided by the RFP
82  |Technical-Specifications-Branch router |Certifications OEM should be leader in latest As per 2019 report there is no one in the Please be guided by the RFP
Gartner’s Magic Quadrant for the Wired [Challenger quadrant as request you to
and Wireless LAN Access Infrastructure . [concider Visionaries Quadrant also
This clause will not be applicable to
Indian OEMS
83  [Technical-Specifications-of-24-ports- (24 Port Line 3 As per 2019 report there is no one in the Please be guided by the RFP
and-48-ports-Switches Gartner's Magic Quadrant Challenger quadrant as request you to
concider Visionaries Quadrant also
84  |Technical-Specifications-of-24-ports- |24 Port Line 7 Request change to 512Mb as all OEM have Please be guided by the RFP
and-48-ports-Switches DRAM different OS Architecture for achiving
performance
85 |Technical-Specifications-of-8-Ports- Point 19 Suggest change to 8 switches for simplify Please refer to the revised

Switches

management.

technical specifications of 8 port
switch
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86 |Technical-Specifications-of-8-Ports- Point 25 Kindly clarify what number it is is this Please refer to the revised
Switches number or routes or ACL ? technical specifications of 8 port
switch
87 Technical Specification 24 Port &48 [128MB DRAM and 128 MB FLASH Please be guided by the RFP
Ports switches Serial number 7&8
88 The switch should have 128MB of  [Request to change: The switch should |Request to change: The switch should Please be guided by the RFP
DRAM have 512MB of DRAM have 512MB of DRAM Switch should have
minimum 512 DRAM memory to support
various services like DACL, QoS, 802.1x
together without any performance impact.
89 BO switch specifications (24 Ports) |The switch should have 128MB of Flash [Request to change: The switch should Please be guided by the RFP

Memory

have 256MB of Flash Memory

12 of 12

Executive Director(IT/BPR)




