[image: ]NOTICE INVITING QUOTATION (NIQ)
Ref: LIC/CO/IT-SD/PORTAL/2022-23/ISC
23.10.2023
FORMAT OF TECHNICAL PROPOSAL.
(on Bidder’s letter head.)
To be Signed by the  proposed Consultant and Authorised Signatory both. 
	1. INFORMATION ABOUT THE BIDDER
       
	S.No
	Particulars
	Details

	1
	Name of Firm 
	 

	2
	Nature of Entity
( Company/LLP/Partnership)
 
	 

	3
	Date of Incorporation and/or Commencement of business
	 

	4
	Certificate of Incorporation
	Enclose Copy

	5
	Brief Information on the Bidder and the main area of business
	 

	6
	PAN Number of the Firm
	PAN Number:
 
Enclose Copy of PAN

	7
	GSTN Number of the Firm
	GSTN Number :

	8
	Website URL of the Firm
	 

	9
	Authorised Signatory of the Firm
(a)  Name
(b)  Designation
(c)   Address
(d)  Mobile Number
(e)  LandLine
(f)    Email Address
	Enclose board resolution

	10
	Cert-In Empanelment and Validity Date 
	Enclose Empanelment Letter 

	11
	Consultant  Details
(a)  Name
(b)  Designation
(c)   Address
(d)  Mobile Number
(e)  LandLine
(f)    Email Address
	 

	12
	Other Relevant Information
 
 
	 


 ==============================================================




	Sl
	Technical Criteria
	Scoring Criteria
	Max Score


	1
	Valid CertIn Empanelment as on Date of Submission of Proposal.

	Mandatory
	NA
.

	Bidders Response :
Cert-In Empanelment Validity date:


Enclose the Empanelment Letter


	2
	Place of  Work of the Proposed Specialist  Information  Security Consultant  is Onsite at LIC  Mumbai with 5 Working days onboarding.
	Mandatory
	NA
	

	Name of  Consultant :

Position Held by Consultant in the Firm :

Consultant Availability for Onboarding for onsite assignment within 5 Days


Current Place of Work of the Consultant

City:

Availability Date for Onsite Deployment:


	3
	Minimum  5 Years of Relevant Experience  of the Proposed  Consultant  for the desired scope of work.

Consultant must possess  necessary experience, expertise and ability to undertake and fulfill the  obligations, involved in the performance of the scope of work and required deliverables.

	2 Mark for every completed  year of relevant experience  over 5 years
	10
	Minimum 5 Years of Relevant Experience.

	Bidder Response :

Name of Consultant :

Consultant Experience Details:

Total Number Years  of  Post Qualification Experience:


Total Number of Relevant experience for the Assignment :


Supporting Details for the Experience:



	4
	Relevant Assignments  of the proposed Consultant  for the desired scope of work
	4 Marks for each relevant assignment
	20
	Minimum 1 Relevant Assignment Mandatory

	Bidder Submission on relevant assignment, must provide sufficient details on the assignments , duration , start and end dates , nature and scope  of assignment and deliverables and status of assignment, client letter on satisfactory completion of assignment etc   .  Relevant Work Undertaken that Best Illustrates the experience as  required for the Role (Among  the  assignments  in  which  the  consultant   has  been  involved, indicate the information for those assignments that best illustrate consultant capability to handle the tasks required in the NIQ)


Name of Consultant :

Assignment 1.
Name of assignment:
Year:
Location:
Purchaser:
Main assignment features:
Positions held:
Value of Project (approximate value or range value):
Activities performed:
List Similar nature of activities relevant to this assignment :

Assignment 2.
Assignment 3.
Assignment 4.
Assignment 5.

	5
	Experience on Tools like   Android Mobile App Emulator, APKTool,   network packet analyzer ,runtime mobile exploration and other relevant tools ,  APK analysis on Android Emulator Environment.
	Expertise with the required tools for the scope of work
	20
	Minimum 10 Marks.

	Bidder Submission on Consultant expertise on the desired tools.
List Tools on which the consultant has experience and expertise.

	6
	Understanding Scope of Work.

Technical Approach and Methodology  for the mentioned Scope of Work

Analysis of  upto 5 Mobile Apps for API Abuse.

	Technical Submission
	30
	Minimum 15 Marks

	Consultant  submission on Understanding Scope of Work. Technical Approach and Methodology  for the mentioned Scope of Work . Technical Proposal must also be counter signed by the Consultant along with the authorised signatory.

A. Brief commentary on the Understanding of Scope of Work.


B. Brief note on the technical approach and methodology. Tools to be used.



	7
	Time Estimates  for 5 Mobile  Apps -   Explore and report how unauthorised mobile apps abuse LIC APIs .
Reverse engineer  mobile apps identified by LIC  to detect  LIC APIs  abuse.
Unzip , Unminifies and Inspect the urls, apis being misused. Network Packets inspections.

Find LIC APIs call fetches in such mobile app codes.
Suggestions and recommendation on the remedial measures and the items under Scope of Work .

	Upto 4 Calendar Weeks
- 10 Marks

>4 and Upto 6  Calendar Weeks
-  6  Marks

> 6 and Upto 8 Calendar  Weeks
– 4  Marks
	10
	

	Time Estimates  for the Assignment(Scope of Work and Deliverables) .

Weeks :

	8
	Cybersecurity certifications - Mobile Application Security related
	10 Marks
For relevant certification.

	10 Marks
	

	Certifications of the Consultant  :




	Consultant CV

	Curriculum Vitae (CV) of Consultant

1.   Name of Firm [Insert name of firm proposing the staff]:

2.    Name of Consultant [Insert full name]:

3.    Date of Birth:
Nationality:


4.   Education   [Indicate college/university and other specialized education of staff member, giving names of
institutions, degrees obtained, and dates of obtainment]:



5.   a) Total No. of years of experience:

b) Total No. of years of experience relevant to the assignment:

c) Area of expertise as  required for the Scope of Work . List areas of expertise and tools and other relevant details for the assignment.

_____________________________________________________

_____________________________________________________

_____________________________________________________



6.   Total No. of years with the firm:



7.    Certifications and Trainings attended:



8.  Membership of Professional Associations:

9.  Employment Record [Starting with present position and last 2 firms, list in reverse order, giving for each employment (see format here below): dates of employment, name of employing organization, positions held. ]:


From (Year):                                        	To  (Year):


Name of employing organization:


Positions held:


10. Certification:


I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly describes myself,  my  qualifications, and my experience.   I understand that any willful misstatement described
herein may lead to my disqualification or dismissal, from the assignment if engaged.



(Signature of  the Consultant )                  	Day/Month/Year and Place.






	
Name & Signature of authorised signatory
Seal of Company
Place and Date:
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