uc.copr. IR dated 18 December 2023
SNo. Sub-Section Peo. REP Clause Bidder Resoonse
1 & el Critera Point No.08 1 The ‘We kindly request you to moify the clause a5 folows: Please refer to the revised Minimun EVibIty Criera
outof
purchase order
2 6. Elghity Crteria PointNo.05 0 We kindly request you to modify the dause as folows: Please refer to the revised Minmun Elgibity Crieria
The bidder/
Sector. )
organisations in PSU/Government/Private/8FSI Sector.
3 6. Elghity Crteria PointNo07 5 We kindly request you to modify the dause as folows: Please refer to the revised Minmun Elgibity Crieria
e, 75000
0 & Elghiley Criteria PointNo 10 0 oo
oscr Wi pa
Minimum.
5| Secton b nvitation for Requestfor | . Egiiity Crteria W Reauest
proposal n supplying, implementing and supporting minimum 5
outof supplying, implementing and supporting
elated to this RFP to rganisations in minimum 5 out of the in-scope solutions I a inle purchase order elated to this  RFP
PSU/Government/Private/SESI Sector Firms with more. organisations Sector Firms with
than 500 ranches across different locations i India. diferent locatons n India.
.
SOAR, UEBA, CTH)
11 Next Generation Security Operations Center (NGSOC
1. Security Orchestration, Automation and Response (SOAR)
User and Entty Behavior Analysis (UEBA)
V. Cyber Threat Hunting (CTH)
i Cyber Threat Intelgence (CTI)
Vil Packet Capture (PCAP)
X, Endpoint Detection and Response (EDR)
& | secton b nvitation for Requestfor | . Egiiity Crteria 1 5 Tne bidder during th last 5 years preceding o the date of Request UIC to consider below cause for qualfication. Please refe to the revised Minimurn Elgibty Crieria
roposal this RFP should have suppled, implemented and
supported the proposed SIEM OEM (of minimum 60 The bidder durin the st 3 years preceding o the date of
£65) for a minimum of 01 (one] organisations n this RFP should have supplied, implemented and
PSU/Government/Private/8FSI Sector.
£85) for a minimum of 01 (one] organisations n
PSU/Government/Private/BFS Sector.
7| Section b nvitation for Requestfor | 6. Egiiity Crteria 0 7. The bidder during th lat 5 years preceding o the date o We request C o consider 2 below fo the given RF7. Please refer tothe revised Minimurn Elgibity Criera
proposal this REP should have suppled,implemented and
supported the proposed UEBA OEM of minimum 75,000 The bidder durin the I35t 2 years preceding t the date of
users for minimum 02 two) organisations in this RFP should have suppled, implemented and
PSU/Governmen/Prvate/BFSi S s with more. ported the propos OEM of minimum
than 500 ranches across different locations i Indi. users/SOAR/NBAD for minimum 02 (two) organisations in
5U/Government/Private/BF Sector Firms with mor
than 500 branches across different locations i India.
8| Secton b nviation for Requestfor | 6. Elgiily Crtera B 10The bidder must have 3 minmum of 100 T Security Request UC o consder below cause: Please refer to the revised Minimurn Elgity Cieria
proposal permanent professionsls with experience in-scope
solutions on thei payroll with certfications such as CISSP/ 10The bidder must have a miimum of 01T Securlty
P/ OEM Level Certfication. permanent professionsls with experience in-scope
Minimum 25 resources must have OEM Level Certfication solutions on thei payroll with certfications such as CISSP/
(preferabl ofthe proposed OEM).
Minimom 10 resources must have OEM Level Certfication
(preferabl ofthe proposed OEM).
B Amnexure 109 2 Tsecurtty
2 security
solutons implementation and
ofssuance of 57,
Greater than 9 Years > 10 Marks of ssuance of RFP.
+ Greater than 7 Years up 09 Years ->7 Marks « Greater than 8 Years > 10 Marks
+ Greater than 5 Years up to 7 Years > 5 Marks + Greater than 7 Years up t 9 Years > 7 Miarks
+ Greater than 3 Years up o 7 Years -> 5 Marks
pletion of the
work) cernticate
work)
) Amnexure 109 s n
Criteri - Parameters supplied,
s wr,
PSU/Government/Private/BFS SectorFrms in India
PSU/Govesnment/Private/BFS SectorFrms in India
o Amnexure 109 7
Criteri - Parameters scope 7 "
LevelCertfication. LevelCertfication
W0marks
+ 100 Resources > 5 Marks. 10maris
100 Resources > 5 Marks
with
certification details and elevant evidence) certification details and elevant evidence)
n g 57 0 The
" 75000
B Annexure 109 The s RFP, must have, Please referto
led, crieria”
india i P,
< More th
+ 2 references > Marks ndia:
order/engagement etter along with invoices and/or Certficae of compleion of the + Lreferences > Marks
work)
order/engagement ettr slong withinvoices and/r Certfiate o completion of the
work)
0 G 510 5 oo g g
(OSCP/ OEM Level ertfcation
proposed OEM).
5 Sectiont I s E ]
Ak, his to below:
a5 per MITRE ATTECK, C Jropere
i Section T Bl X Please refer to revised " -
atthe tme of the OEM, We request you t please change tis t below:
The bidds the oversll
responsivilty of The
The overall
esponsiilty of the implemenation shall be wih bidder.
G Sectiont T = i = k 3
project The
Management
Tempiate ke Gantt chart o timelne char, Tempiate ke Gantt chart o timelne chart.
= Sectiont 2 3 E
e e
implemented by the OFM
below:
uc,
Should be supported by OEM as and when required
® Seation® 33 " brsed Pease
10 2.




] Section a1 7 SUA Performance - OEM RAIn RACI Please refer to revised " -
forsiew, atuc
7 Section pEy i At Tor b g ]
deployed on-prem at UC.
2 Sectont e 2 X
content
creation/review/modification.
) Sectont e 2 Custom parser - OEMRA E
B Section€ ) 7 Please refer torevsed "Section £ Sope of Servces”
Platform adminstration and no responsibe
= Sectont e 2 ‘Dashboard Development - OEM A
notaccountable for dashboard development.
% Section€ ) 7 performance Optimization - OEM A Please refer to revised
performance is optimized.
7 Section€ ) 7 Incdent investigation - OEM A1 Bidder Please refer to revised
request LC to have OEM only nforme.
= Sectont ey 2 Incdent remediation - OEM A1 e
request LC to have OEM only nforme
» Section€ s 7 Threat modeling - OEM Al Please refer to revised " -
have OEM informed snd not sccountable for threst modeiing.
E Sectont e 2
scenarios ony nformed for the OEM,
3 Section€ e 7 Please refer to revised " -
reporting oy nformes for the OEM.
2 Sectont ) 2 Profiing - OEMA
soluton. Hence we request LC o have OEM only nformed.
3 Section€ ) 7 Report Incidents -OEM A Bidder Please refer to revised
porting of u
;a Sectont ) 2
3 Section€ ) 7 Incdent Analysis - OEM A& Please refer to revised " -
onlyinformed.
3% Section€ ) 7 E g
pltiorm
administraton.
7 Section€ o) 7 E 0
these solutons. case
Informed or consulte for integraton with other solutions.
E] Sectont o) 2 Y Please refer to revised .
Informed and consuled for automation configuration.
E Section€ o) 7
pltiorm
administraton.
W Section? 7 e o T3
‘
Vendor perptualto subscripton based. vestinLi;
the Vendor .10 the extent that C needs 0 use any of the Ausliary Materisl
arants to,or must abtain for, 2 world-vide, royaly free, perpetual non-exclusive
I duce,adapt incusing the Contract Materia, the Vendor grans o, or must
obtin for, a word-wide, royaty fee perpetual/subscription
ased, non-excluiveense o us,reproduce, 3dapt, moclfy
a0 communicte that Auxliry Mateial.
m nexare F-SIEM 3 a [m T20R VoY
projected growth which could be 20% YoY. Should the solution be sized for 165K £PS?
2 Anexore £ SIEM 2 “Section
for :
change this specificaton o below:
oy the OFM gration of
= nexare F-SIEM E] I
tworks, appiicat
segregation. ks, apol
aidngin
@ Annexore F-SIEM El Please refer ¥ Touse Deleted
i we
ntegrated log sources request LIC t have this specfcaton in UEBA.
W Annexore F-SIEM 105 Sl Wit he
Jabl
based.
3 Annexore F-SOAR ey e b 300+ number pe Please refer FSoRR.
g mmexure £ SOAR u TiSvi3,etc)al | 15 UClooking|
configuration
and have auditlogeing on changes to the platform configuation.
= mmexure £ SOAR 2 but | Please refer
processes
change tto below:
W Annexore F-SOAR 3 Please refer FSoRR
number of users ogging i to platform.
Basedon. x
actions. Hence we request you to change t o below:
the cases generated within the solution
E Annexore £ SOAR b s Please refer
Pawershell 8ASH,
used.
in acions, te. o create and customize scrpts.
st Annesore P SOAR, 2 2000 actons, UCko change =
support it10 below:
~conditonal deciion rees
. conditons! decison trees
time based actions. -
escaation actons ~time based actions
~escalation actons
B Annexore £ SOAR Bl Please refer
incident severy creation. ML

change tto below:

ncidents.




B Amnexore £ SOAR E] . suchas Plase refer
based on their access and usage requirements 50 that it becomes genericspeciiation forallOEM's
factored based on the ak n thi RFP.
E) mexare F-SOAR s R r—
configuration. o
of ths RFP. The ver
configuraton or
preceding o the date of this RFP.
5 Amnexore £ UEBA 5 T o the revise "Amnexure
LICto sskfor total number of users and ~40k £PS for UESA.
Increase in volume of data / number of assets/entites a5 per LIC'sgrowth 20%
Yo
E3 Amexare £ UEEA o o profile r—
itto below:
patterns across those identites and asets.
G @ prope 3
should be SHA-256 encrypted.
e Project Tmelines The Phase Wise Project B Phase 1 U Please refer to the revised "Secton £ Scope of Services™
Timslines for SIEM fromT+32t0T 445
B Project Tmelines The Phase Wise Project & Please refer to the revised "Secton £ Scope of Services™
Timslines for SIEM from To8toT 416
@ ® Please refer torevsed "Section £ Scope of Servces”
S0C to NGSOC from cate of ssuance of PO
& Briet Scope of Work e Kindlyconfir the SIEM taolfor Existing salution Please refer toravised "Section £ scope of Servces
50C to NGSOC from date o ssuance of PO
@ Work w Please refer torevised "Section & Scope of Servces
Operations Center accordingly
nesoc)
B G it only for 1, for other 72,
Operations Center security incdents s outined by LICs requirements.
nesoc)
B 3 Technical Ba 2 g “Annexure £
i i
required as part of th soluton.
& Elgbity Crteria Pomtnod 0 Request you {0 please revised the dause a5 per below: Please refer to the revised "Minimum Elgihity Crtera”
outaf
» Soutof "
PSU/GovernmentyPrivate/BFSI Sector Firms
3 Elgbity Crteria Pontnos 0 Requestyou 1o please revised the dause as per below: Please refer to the revised "Minimum Elghity Crtera”
) s
Sector. in PSU/Government/Private/BFSI Secor
of minimum 60,000 €7 n the last 5 years preceding to th date of the RFP.
any other company.
& Eigibilty Crteia pointno7 0 The
les, 75000
s
PSU/Government/Private/BFSI Sector Firms
B mnexure O Tedhnical Scoring Pontno2 108 Tsecurtty equest to change the clause as per below: Please refer to "Revised Annexare D - Technical Scoring”
Shared S0
of ssusnce of P,
+ Greater than 9 Years > 10 Marks
+ Greater than 7 Years up t 9 Years > 7 Miarks « Greater than 9 Years > 10 Marks
+ Greater than 5 Years up o 7 Years -> 5 Marks + Greater than 7 Years up 09 Years ->7 Marks
+ Greater than 5 Years up to 7 Years -> 5 Marks
work) letter slong with invoices and/or Certiicate o completion ofthe work)
® mnexure O Tedhnical Scoring pointno3 105 houldh g g
PSU/GovesnmentPrivate/BFSi Sector Frms
Firms with more than 500 branches aross differnt locations in India,
7 ‘Annexore O-Technical Scoring pointnod 109 The Bidder during the 3515 years preceding to the date of 1l RFP, must have, e, o
successful running the operations or minimum 3 years In India 2 references of 60,000 €75 and above > 15 Marks
3 references of 60000 EPS and above -> 15 Marks. « 2references of 50000 £9S and sbove > 12 Marks
3 references of 50000 £PS and above -> 12 Marks 2 eferences of 30000 EPS and above -> 8 Marks
3 references of 30000 EPS and above -> 8 Marks + 2 references of 20000 EPS and above -> 5 Marks
«3references of
letter the work)
Certfcate of comple
work)
" Commerdalid 3 e -
changes,If necessitated by LI during the contract priod of  years. The contract
uc
of
72 Payment Terms % the Requestto make this mileston at 60% o cost Please refer to the revised "Payment Terms & Condidons™
project and signingof the contractwith UC (30%)
B Payment Terms = = Requestto make this miestone at 30% o cost Please refer to the revised "Payment Terms & Conditons™
a1
u Payment Terms % ‘Nfer Go Live ., after acceptance test and audt, validation and certfication by al Requestto make this milestone at 5% of cost Please refer to the revised "Payment Terms & Conditons™
the respective OEM) (25%)
7 Payment Terms % Requestto make this milestone at 5% of ost Please refer to the revised "Payment Terms & Conditions™
a5 per the scope of work (5%)
7 Amexure F~Technical NBAD Techmical T 7days and o |Plesse refer o the revised "
Compliance.xisx year. ehange the clause mention as
leveldata year. The selected
lyss, host ana
analysis, TCP analy aing! snallp require s, host anal anaiysis,
capacity in the proposed soluton. 7P ansiy dingh proposed olution.”
7 Amexure F~Technical NBAD Techmical T v o L We request o change the cause mention a5 Please refer to the revised “Annexure £
Compliance.xisx
3 ion and s
cipher n use from server side, Username, Proxy P address, NAT device acion aken{ versions Client Side, TS version and cpher i use rom server ide, Proxy P address, NAT device et.are
alloweddenied,etc. are avaiable. available”
2. We request on the arificaton for the ation aken - llowed / denied etc
7 “Annexure F~Technical NBAD Techmical T uding web, emal,
Compliance.xisx mention as
! b i ’




7 “Anexure F~Technical PCAP Technical T Please refer to the revised "Annexure £
Complance.xisx
- packets or
® Amexure F~Technical rical alow mp: “Annexure P Clause Deleted
Complance xisx spedficatons - Point 35 data and compare captured data 03 “known-good” baselne packet decode capabilty. S0, we reguest o remove this clause
C m ® Flows per Please refer to revised
‘Anomaly Detection network raffc causeto
Nbao)
netwark maffe”
82| 7.ervice Level Agreements (sUis] & | Penaltes on Non- ® PCAP data accracy Annexore - " Panh3, Tr—
penaltes et
during contract period fora minimum.
Point 18 el time or within 1 hour for achived dae. “PCAP data accuracy
tos daysfor
Incident response in near ealtime and metadata for 365 days for rend analysi.”
= & Project Timelines £l -
T+ 8 Weeks” 10T + 12 Weeks"
Point2 items.
T8 Weeks
w 6. Project Tmelines The Phase Wise Project & T 8 Weeks”, we request | Please refer to the revsed "Secton £- Scope of Services”
Timslines 53 below - T8 Weeks o
point3 PO process from
Bidder to OEM, T8 Weeks' to T+ 12
Weeks". Accordingh "Tee
Weeks" 0T + 20 Week’
= & RAC a 3 B2 PCAP Platiorm sdminitration Soluton for 5
PCAP Pltform adminstration
oem:R ET
oEm: R
% 27, period of Valdiy o Bids Ponte B G P
issue offist Purchse Orcer. quoted price. o period
“The prices under this
w 27. period of Valdity of 51 Pointt 3 C
upward revison n the price would be considered on account of subsequent uoted price. So we request C to consider changing ths as follows: Please refer tothe revised "Perod of Valdhty of i
tanes.
GsTand =
= Secton € Scope of Services | Training & Cartfication B NAET 1
1 BriefScope of Work Training. For B -
factor Traiing and Certication Cost
2 then, Training and
® E) 7
Penalties Performance of LA of no more than 5 Theref penalies
during contract period -
19 NBAD Accuracy deletethis clause
£ nexure F~Technical NBAD Techmical T
Complance.xisx Specicatons - Point required on NBAD Probe at each site
EY Amexure F~Technical PCAP Technical T E “Annexure
Complance.xisx Specifcations -Point 1 required on PCAP Appliance a each site
e & Engbity Crteria Elgibiiy Crtera, points | 10 The i
e,
Prvate/BFS|
Sector, -
PSU/ Government Prvate/BES Sector.
e} & Elghilty Crteria g s E
s, 75000 Jor rep We request
sers for minimum 02 (two) organisations in PSU/Governmenty Prvate/ 8FSI LC team to please change the lause a below.
prvate/
certficate Deployment Certficate issued by client o thebidder Particulars
confirming relevant experience.
e Technical Compliance for SIEM. Point 71 Sheet SIEM Please change this o Please refer to the revsed “Annexure
Technical
spedfications imited to) KL, Python, etc
solution
55 | Technical Complance for SOAR Point 11 Sheet SOAR, “Annexure £
hnical enange the clause as
spedfications
The solution
vendor pr
integration
9 | Technica Compliance for SOAR Poimc12 Sheet SOAR,
Technical including but not imited to th followintechnologies: change the clause as
Spedfcations Forensictaols (e.5. 1K, EnCase, Autopsy..|
1T (e AD,SAML..|
~Communicaton toos (e, emal Sack,Hipcha... o the ollowing technologies
SIEM tools
Endpointsecurity
Network securty
Active Directory
Threat teligence:
Oynamic malware analsis
97 | Technica Compliance for SOAR Point27 Sheet SOAR, Please refer to the revised "Annexure F*
Technical support
Specifications | - nested playbooks to deploy multle automations 3 partof a single use case: enange the clause as
~conditinal decision rees
time based actions
escalation actons
£ 3 Stang Reauirements Pont3 Page 71 SOAR (Securty Orchestraton, Automation and response], E g
30 authorized user censes SOAR (Security Orchestration, Automation and response),
analystcenses.
55 | Technical Complance for UEsA Pointat Sheet Tause 25 The solution should have advanced unsupervised | leaserefer to the revised "Annexure|
EBA Technical
spedfications
v
dause,
100 | Technical Compliance for UEBA Point27 =
ical
Spedfcations i Justfication
correating multple user-based attacks. based atacks, Ch
deletethe clause for wider particpation
01 . elghilty Crteria 0 "
Nos Jid, To expand the pool
&) he
Sector. s
fone)
broader "
of minimum 60,000 EPS n th last 5 years preceding to th date ofthe RFP.
any other company. the.
and partcpate inthis opportuniy.
0 . elghilty Crteria 5 " g
NoT ted, minimum 75,000 this opportuniy




103 Section € Scope of ervies & RAci Matrix 7 K Please refer to revised " -
Table - Section Service: responsivily i that of bidder or OEM,
00 T » st Partners. Please refer torevised "Section & cope of Services”
leveldiagram and ow-leve dagram) fo each n-scope solutin.
2
ndustry best practices leveldiagram and low-leve dagram) fo each n-scope solution.
ndustry best practices.
0 ] plan | Partners. Plsse refer torevsed Section : Scope of ervices
Work the soution
e ider o
enterprise environments
106 2 w Partners. Please refer 1o revsed "Section E: Scope of Servces”
Work
Jan, design, implementat, The bidder
s projct
w0 ] Partners. Please refe toravised "Section £ scope of Servces
Work
implementation
Implementation shallbe with OEM/OEM Certied Parnter
108 2 w Partners. Pleaserefer 1o revsed "Section E: Scope of Servces”
Work . oy
below: v o
and scoping f the components including the tems lsted below.
109 Section € Scope of Services 2 Detalled Scope of 70 Request this e changed as below 1 accomodate OEM certfed Partners. Please refer to"Revised Section £ Scope of Servces
Work under X Network Behavior Anomaly Detection (NBAD)
The . after conducting ue,
approprate workshops along withthe OEW. along with the OEM/OEM Certified partner
o Section € Scope of Sevices 4 RAC Matr " The Tabular Colum mention OEM E g
ey Section € Scope of Sevices 4 RACI Matri 7 10.NBAD Anomaly and Threat Detection ; OEM scope s R equest the scope of OEM/OEM certfed partner to be €. Please refer to revsed Section E:Scope of Servces”
m Section & Scope of Sevices 4 RACI Matri 7 10.NBAD. Dashboard and Reporting ; OEM scope s ' equest the scope of OEV/OEM certfed partner to be €. Please refer torevsed "Section E:Scope of Servces”
m Section € Scope of Sevices 4 RACI Matri 7 10.NBAD. Incident Analyss OEM scope s A" equest the scope of OEV/OEM certfed partner to be €. Please refer torevsed "Section E:Scope of Servces”
e Section € Scope of Sevices 4 RACI Matri 7 10 NBAD NBAD Platform admimstration J0EM scope s R equest the scope of OEV/OEM certfed partner to be €. Please refer to revsed Section E:Scope of Servces”
5| Awnexure - Tedhcal Compllance | N8AD Technical m
Spedfications equivalent o consider blow points inthe RFP for smooth operations.
Flows tobe L1 only
Internet FacingSites: ud
Ste &:3 Gy
Sie B:500 Mbps
SteC:1Gbps 2
~site 0.3 Gps
MPLS ColoStes: 0 ensure the security polic framework s well administered
North:Site - 4 Gby
West:Site B 4 Gbps
East Site C-4 Gbps of 5-10%,
South:Site D -4 Gops.
~DR: it E-8G0ps
SteF-4.Gops
SiteG-1.Gps
~SiteH - 1Gops.
6| Amnexure - Tedhcal Compllance | N8AD Technical g B 7aysand “Annexure
Spedfications vear. soluion asks of the RFP
levelcata
anlysis, TCPanal aing! o
capacity n the proposed soluton.
07| Annesure F-Tedhmical Compiance Noad Technica e} D
Speficaion soluton asks of the RFP
peof
analyss.
18| Annexure F-Techmical Complance Noad Technical m = Tuding web, emat, “Annexure £ Clause Deleted
Spedfication solution asks of the RFP
ncidents without the need for packet experts,
15| Annexure F-Techmical Compliance Noad Technica s B t-stage,
Spedficaion functionalty:
Tess analsis.
mult
advanced attacks using behaviour analytcs and signature-ess analysis
10 Annexore B Manufacturers WA s N o Please refer torevised “Annexare H'
Authorizaton Form (MAF) Support (E0S) n the next E¥ears 2differentinterpretatons.
1 . Elghilty Crteria 1 T Please referto
outof i crieria”
ER . Elghilty Crteia 0 The bidder g g
jed, 75000 UEBA OEM of minimum 75,
ocations in ndia
s & el Criteia 0 The om 00T
CONA/ MCSE, etc. HR
Certficaton (preferably of the proposed OEM).
126 | Technical Compliance for UEBA Pointal Sheet “The solution should have
UEBA Technica
Specfcations
aause.
125 | Secton B:nwitation for Requestfor | 6. Elgiilty Crtera 1 D g g
Proposal outof
“The B Jementing, and
locations in India
126 | Secton B:nwitation for Requestfor | 6. Elgiilty Crtera 1 B n g
proposal Jied,
requirement so we request UC o modify the clause a5
Sector.
anyother company.
hallnoth
outsourced the SOC aciviies t any other company’
w7 Requestor | 6. 0 7
Proposal e, 75000 we reguest LIC to modify the

dause as:

the Proof o Concept (POC) 25 pr the IC requirements "




18 Elgioity Crteria 0 0 The Please refer to the
outof
purchase order
or Globaly.
s Eignity Crteria 0 0 Please refer to the revised
Sector. The proposed OEM productfor SIEM should have been successfully runring n minimom three organizations with
successfully running in minimurn three organizations with minimom 500 branches disrbuted acrossIndia/Globally of
minimu hes distributed across India of maximum 60,000 £9S inthe st 5 years prececin to the
minimum 60,000 €0 n the ast 5 years preceding o the
It should be  ull lecged captive SOC shal ot have
tshould be  ullledged captive SOC shall nothave outsourced the SOC actiities to any other company
outsourced the SOC activiie to any ather company
[ Elgibilty Crteia 7 5
e, minimum 75,000 minimum 75,
or Globaly.
1 “Amexure-D Technica scoring 2 109 Tsecurtty 7 Please refer to the revised
/Shared soc Shared S0C
AP, Greater thanS
dateof isuance of RFP. « Greater than 9 Years > 10 Marks  Grester than 7 Years than 57 Marks Vears >
U 109 Years > 7 Marks » Greater than § Years up to 7 Years >
the work)
the
work)
™ “Amexure-D Technica scoring 0 109 O Please refer to the revised "Annexure -0
3
succesful unning the aperations for minimum 3 years In India. » 3 eferences of |years In India.
60,000 695 and above > 15 Marks » 3 references of >12 | 12w
Marks +
Certiicateof
Certicateof completon of the work
= 0 Bandso Objectve and [ o aThreat
the
current latform? What s current 9 count
[ Resource Deployment B
of focatons where in onsite resources deployed?
s Amnexore G Raw logs and B “Annexure £
forSiEm years. Do et us know f the understanding s correct,
nths
Tape
liary.
% nexre F Techvical Compliance for B Tasterdevelopment.
soaR.
Kindly deletethe clause.
™ nexre F T Plsse refer to the revised “Annesure £
soaR
both OEM and vendor provided inegration.
B8 Amnexore 7 Please refer to the revised “Annexure £
oA support
Eonditonal decison trees
the dause
based actons.
scalation actions Hence attaching aspeciic number is ot th rght metric. Please confirm,
) nexre F )
soaR. Investigation workflow. workflow
10 Amnexore e “Annexure £
oA incident seveiy.
1 B W B “The bidder ]
proposal i, fora minimum of
&) o1
Sector.
company”
anyother company.
w2 B 0 The oo Securtty
proposal
(OSCP/ OFM Level Certfcation OEM Level Certification.
proposed OEM)
s 0 0 The Gan the biader
outof o submita single PO for il soluions?
purchase order
01 0 0 The oo
(OSCP/ OFM Level Certfcation
proposed OEM)
s 13, Online Reverse Auction T » Reverse Auction”
ke in India) a2
3 Section € Scope of servces | 1. Brief Scope of Work | 60 Transition from existing SOC o NGSOC 3
Transiton from existing
toNGsOC:
147 | Secton B:nwitation for Requestfor | 6. Elgiilty Crtera 1 D Please referto
Proposal outof e " crieria”
domain
188 | Secton B:nwitation for Requestfor | 6. Elgiilty Crtera 1 B T “The bdder g g
Proposal Jid, fora minimum of
o1
Sector.
hall ot
mpany”
anyother company.
185 | Secton B:nwitation for Requestfor | 6. Eligiilty Crtera 5 oo I " g
proposal OEM Level
(OSCP/ OEM Level Certfcation Certiicaton.
proposed OEM).
150 Fequest this paint o be added Technica 8"
score calcultion.
51 Pt & This pant s contradicing to point 1o Please refer to the revised "Annexure '
£9S without dropping logs. Ao
considered.
2 Pone 3 W resaurces, oad on the. “Annexare|
w pping
first 1000 s,
plase
ortruncate any number of results queried by the analyst
e Poinc. 35 Tor Pease




Point 56

seconds orlss.

Plse

first 1000 fogs.

add
ortruncate any number ofresuls queried by the analyst,

Please refer to the revised "Annexure £

“Annexare £

Pon. 70

ole-based access controls for machine learing models

such provision speciically for this reuirement.

Pont. 72

common engine for ML, SIEM.

Please refer to the revsed “Annexure

Pon. 73

ML modes. It should be embecded inthe SIEM solution.

Same a5 point 72 Query point 18)

Please refer to the revised “Annexure £

Tr—

X3

patacks &

vectors, channels, and methos.

confirm i tis s acceptable

Pon.87

Plsse refer to the revised “Annexare F

Point 89

Word,CSV, and HTMIL
formats

s acceotable

Please refer to the revised “Annexure

SOAR Complance.

Technica Specication

Pt

Plesse confrm i this i acceptable

Please refer to the revised “Annexure F

rm—

Pone 39

Investigation workiow.

feature. You are requested to make this as an optonal equirement.

Pt 62

management.

letus know f

Please refer to the revised "Annexure £

Pt 66

Tr—

collsborstion st one place.

acceptable,

165

Pt 84

ot imite to) CSV, Doc and PDF with custom logo of LIC.

Please refer to the revised “Annexure

Tr—

Pt &

(but not it 0] FOE, TL v1.3,SL, et. 1o ensure data privacy.

performance - we strongly suggest to make this pointoptional.

Tr—

Pon 25

accelerated processes.

Fone. 27

correlating multple ser-based attacs.

Pt 1

(North / South and East / West] with abilty to perform high speed lossless packet

requirements from day one.
Internet Facing Sites:
~Site A:306bps

~SiteH - 1Gops.

Pt 1

requirements from day one.
iternet Facing Sts:
~site A:30bps
Site 8: 500 Mbps
“siteC:1Gops

Please refer to the revised “Annexure £

Point &

layer 3.7 metadata and have retention of 6 months historical meta-data for tend
analysis, long;term reporting and back n time investgation. Thi back n ime

analysis.

“Annexure £

Pont. 26

foad). In adi careby.

them

for other too
following options per Application Trffc
+ Capture the entire packet.
 Intellgent lcing o packet based on protocol
+ Packet Truncation.
« Exclude specifc packets
« Capture only headers

Poine. 35

data and compare captured data o 3 “known-good” baselne

“Annexure £

Point 1

equivalent
tobe Loy

Internet FacingSites:
b

Site H-1Gops

% North Zone- Delhi- 7 Gbps - (SITE A]
2 West Zone - Mumba (0C) - .5 Gbps - (STE 8]

8. North Central Zone - Kanpur - 1Gbps - (SITE H]

uding web, emal,

Pt 52

incidents without the need forpacket expertise.

S0 to NGSOC:

wo

solutin

Pease

Section € Scope of ervies

Resource Deployment

Generalquery

ceriications ke GCFA & SANS

Pease

Elgibilty Crteria

Elgibilty Crteria

Requestto amend the lause as below.

Plase refer to the revised "Minimum Elgihiny Crteria”




g Elgioity Crteria Elgibiiy Crteria 0 The bdder P Please refer to the
Jid, Requestto amend the lause as elow.
Sector,
PSU/Government/Private/BFS Sector.
the 5FP.
Vears preceding to the date of the RFP.
180 Elgioilty Crteria Elghilty Crteria B 100 Request to amend the clause as below, Please refer to the revised "Minimum Elgibity Crtera™
(OSCP/ OEM Level Certcation The bidder 1001
1559/ 05
proposed OEM)
1 ) Er— “Proposed” E Trm—
Scoring experience n PSU/Government/Private/BFSISector Firms in ndia for settng up the amend the dause as below
. 15 Marks 3years Inindo
+ 3references of 50000 9S and above - 12 Marks
+ 3 references of 30000 £PS and above > 8 Marks « Lreference of 300,000 £PS and above - 15 Marks
+ 3references of 20000 £PS and sbove > 5 Marks + 2references of 200,000 E7S and above -> 12 Marks
+ 3 references of 150,000 E%S and above .8 Marks
+ areferences of 80000 £PS and above > 5 Marks
the
work)
lettr along withinvoces and/or Certfcate of completion ofthe work)
) ) i 7P, should have Request to amend as below Plsse refer to the revised “Annexure -0
Scoring Jied,
this RFP, shauid have
diferentlocatons in ndia,
« L reference > 5 Marks
« L reference > 5 Marks
the
work)
lettr along withinvoces and/or Certfcate of completion ofthe work)
) g ) et
Conditions Terms & Conditona for the roject and signing of the contract with IC (30% of cost) designated sites of LC for the projectand sgning o the
contractwith LC
7 Termeg £
Conditions Terms & Conditiona scope of work (40% of the cost) tsting s per scope of work.
1 Section G Payment Terms & Section G Payment £ 2% AfterGo Lve e, 10% After Go Lve e, “Payment
Conditions Terms & Condiions by allthe respective OEM/s althe respective OEM/s
3 B W e ]
proposal we & MsE
bidder
187 | Secton B:Inwiation for Requestfor | 6 Elgiilty Crteria 0 4 Prezee referto
roposal outof mp " crieria”
purchase. Infrastructure &
Cyber securty business ine”
. B W B “The bidder ]
proposal i, fora minimum of
&) o1
Sector.
company’
anyother company.
) B [ The oo o ]
proposal OEM Level
(OSCP/ OFM Level Certfcation Certfcation.
proposed OEM)
0 1 srief scope of Work 6] y e 3
scope of this AFP.
1 1 srief scope of Work 57 e 3
creation, report generation for allsolutions etc.
) 1 » 7 Please drify the certicatio level Please refer to the revised "Secton E-Scope of Serices”
=) 5 Resource Deployment SEw SwE 7 SIEM Integration SME E E 3
15 5 Resource Deployment SEw SME 7 SIEM Engineering Team E E 3
55 5 Resource Deployment SEw SME 7 Dashboard Experts E E 3
156 5 Resource Deployment SoARSME 7 SOAR Avchitect E E 3
7 5 Resource Deployment SoAR SME 7 SORR AP Integrator E E 3
58 ‘Annexure ¢ Elighilty Crtera Elgibilty Crteria 107 D g g
outof
ofthe clause as:
s
of
PSU/Govesnment/Private/BFS SectorFirms in India
=) “Annexure ¢ Elighilty Crtera Elgibilty Crteria 107 D bk
outof
ofthe clause as:
s
of
PSU/Government/Private/BFS SectorFirms in India,
20 “Annexure ¢ Elighilty Crtera Elgibilty Crteria 07 B bk
Sector ofthe clause as:
s
thers. |
during thelast
any other company.
PSU/Government/Private/BFS Sector.
b
years preceding to the date of the RFP.
01 “Amexure C: Elgbily Crtera Elgibiny Criteria w07 B ofthe cause as: | Please refe to "Revised Annexure C - Minimum Elgbity
i, crieria”
£s)for 5.The bidder
Sector. one)
organisations in PSU/Government/Private/BFS! Sector
the RFp.
i years preceding to the date of the RFP.
any other company.




0 “Amexure ¢ Elgbily Crtera Elgibiiy Crteria 07 7 Please refer to the
" 75000
ofthe cause a5
2
uesa India
05 ‘Annexure C: Elighily Crtera Elghilty Crteria 107 7 Please refer to the revised "Minimum Elgibity Crtera™
e, 75000
7
e X
locations in ndia
00 ‘Annexure C: Elighiy Crtera Elgbilty Crteria 108 10.The bidder 001 10, The bidder Please refer to the
(OSCP/ OEM Level Certcation (OSCP/ OEM Level Ceticaion / Equivalent etc.
Minimum the proposed
proposed OEM) oem)
05 “Annexure C: Eigilty Crteria ey Crteria W |z B
of the cuse as
21he
preceding the date of this RFP.
206 | Amexred: 109 s RF. Please refer to the revised "Annexure -0
Criteria - Parameters « Greate
« Greater than INR 7Marks the rFe.
« Greater e >S5 Marks e
company)
207 | Amnere ) 2 Jsecurtey Trm—
date ofssuance of RFP. of the cause as
« Greater than 9 Years > 10 Marks
+ Greater than 7 Years up 0 9 Years ->7 Marks 2
+ Greater than 5 Years up to 7 Years -> 5 Marks
Center
pleion of the Sector i Idia from the date o ssuance of FP.
work) « Greater than § Years -> 10 Marks
+ Greater than 7 Years up t0 9 Years > 7 Miarks
+ Greater than 5 Years up o 7 Years -> 5 Marks
208 | Annexure D: TechnicalScoring | Technical Evluation 0 e houiah 3 FTy
Jied, 9in
ocatons in ndia
« Every Additonsl reference -> § Marks subject to maximum of 20 marks
+ Lreference > Mar « Lreference > Marks
work)
25 | Amnewre 109 B houldh 3 The bidder / E
o
PSU/Government/Private/8FSISector Firms n Incia.
« Every Additional reference -> 5 Marks subject to maximum of 10 marks
L reference > 5 Marks L reference > 5 Marks
pletion of the lettr slong with invoices and/or Ceriicate o completion ofthe work)
work)
210 | Annexure D: TechnicalScoring | Technial Evluation 109 ahe W Request to consider modification of the lause 3s under: Plsse referto " Revised Annexare D - Technica Scorng”
» a
Shared S0
successful running the operations or minimum 3 years In India i
references of 60,000 E%S and above > 15 Marks 3 references of 60000 £9S and sbove > 15 Marks
3 references of 50000 £°S and above -> 12 Marks 3 references of 50000 £9S and above > 12 Marks
3 references of 30000 EPS and above -> & Marks 3 references of 30000 £6S and above -> & Marks
3 eferences of 20000 £PS and above ->5 Marks 3 eferences of 20000 EPS and above ->5 Marks
work)
2T | Amnexure O: TechnicalScoring | Technical Evaluation 109 5-The Biader during th fast 5 yearspreceding o he date of this RFP, must have Request to consider modificaion of the lause 35 under: Please refer to"Revised Annexare D - Technica Scorng”
jed, B
the PSU/Government/Private/BFSI Sector Firms i Indi
ferences > 10 marks PSU/Govesnment/Private/BFS Sector Frms in India
+ 2 references > 5 Mark tore than 2 references > 10 marks
« 2references > 5 Marks
of completon of the.
work)
M| AmnereD: o 7 “Annexure D
0S¢ professional
OEM LovelCertfication. « Every Additonal 2 Resources -> 2 Marks ubject to maximum of 10 marks
10marks
100 Resources > 5 Marks
and elevant evidence)
withcertfication details and relevant evidence)
m Ty = T Fequest to modlfy the Clause a: Please refer to the revised "Payment Terms & Conditons™
Conditions S 1
contract with U 60%
of work.-—-—-40% = 2%
3 AfterGolhe e, 3. AfterGotie e,
the respective OEM/s— Ty
s s scope of
lacations a per th scope o work..—--5% Work 5%
pm & Elgioity Creris Shos 0 The ireac, biaders
" proi uc
Sector.
dedicatedly. Also request 0 263 the following 3s 60000 EPS or 2T8 pr day ?
215 & Elgioity Creris SNo7 0 The ireac, biaders
e, 75000 proi when
With astrong
combination of UBA, NBA and EDR,
citri to UESA.
clause atieas for the bidder.
26 . elghilty Crteria & elgihilty Crieria 1 Fequest UC to modify thiscause a5, Plase refer to the revised "Minimum Elgihiny Crteria”
more than 50 branch offces.
m . elghilty Crteria & elgihilty Crieria 1 Request UC to modify tiscause a5, Plase refer to the revised "Minimum Elgihiny Crteria”
Jid, The bidas
Sector. PSU/Government/Private/BFS Sector.
of minimum 60,000 S n the last 5 years preceding to the date of the RFP. preceding to the date of the RFP.
any other company. Resson: 1.
more than 50 branch offces.
2




28 & Elgibity Crieria SNo-e 5 The Please refer to the
outof RFP | Purchase Order
purchase order rlated tothis RFP to organisatons in
diferent locations n ndia.
s 6. Elghity Crteria B B Request UC to mod fy tiscause a5, Please refer to the revised "Minimum E1giily Crtera’
e, 75000
75,000 users for
ET) & Elghiley Criteria 57 [
e, minimum 75,000
minimum 01 organisations in
0 & Elghiley Criteria 510 0 oo
(OSCP/ OEM Level Certfction
proposed OEM).
m & Commercal B2 Pt ) s per current Period g
5 years. The vendor
changes, The contract
term of contract
of
m 27. period of Valdity of 5 Pointd = E T
s 5. 5 3 Vendors must Pleaserefer tothe revised "Period of Valdty of Bias’, revised
factorina “"pricing,Billng, Duties and Taxes" and revised "Varying the
Jances, services”
be quoted
the vendor
in writing.
B point - Brief Scope of Work Phase 2 Designing st S0P for operations of the slution i 0
matix
fscol.
sustainance phase.
26 Section€ T 57 peopl E 3
for pe
pe 2 day
B Secority Dashboards B Please confirm i the display panels needs to be nduded
Display Panel / TV set covering all applances fo viewing rea-time ncidents Pleaserefer to the revised "Annexure G - Commercial Bid
events, alerts, status of actions taken etc. (ndicatve Picng)”
E) Secority Dashboards E)
Display Panel/ . s E
applications, withjusta few cicks.
223 | Transtion from exsting S0C 0 B B -
Nasoc link analytc, b
arising outof the xistingplafrom and data.
0 D G) -
fuliled in 3 tmely manner to excute the scope inspecified ime.
1 " i eed Secton £-Scope
Work 1o 20% of of Services
20% Yo project growth. monitoring team. This needs to be discussed
™ 5 Resource Deployment SoC Analyst B SANS delred
s Services”
tokindly consider the experice of 4 yers as suffcent enough.
F) 5 Resource Deployment. Forensic Analyst 7 Forensic Analst 5 Years o experience Syears e e
Certfcatons. GCFE/ GCFE & CHFI h [services”
sufficient enough and only have CHFI as minimur certfication.
4 5 Resource Deployment SEM SWE 7 E -
5 5 Resource Deployment Threat ntellgence 7 5 Vears of experience Syearsof ystand perate. This role_| GCTl E
platform Analyst Certficatons- services”
setyenia h
the
experice 33 suffcent enough
236 5 Resource Deployment Threat Hunter 7 5 Years of experience operate. This role_| GCFA del
Certfcations s | services”
2= N
™ . Project Timelines . Project Timelines " houlah Fequest UC to modify tis cause a5, Please refer tothe revised "Minimur Elgiity Crtera”
) . Project Timelines . Project Timelines " Ilemeratnof i scope s/ erices RequestUC bk -
Phase 1 Implementation of SEM, SOC, SOAR and UEBAT + 32 Weeks. Phase 1 Implementation of SIEM, SOC, SOAR and UEBAT + 40 Weeks
Prase - mplementaon of T and CH T + 12 Weeks Phas 2: lmentaonof T ad TH T 16 Weks
Phase 3 Implemenation of PCAP and NBAD T + 8 Weeks T
eanged Sy st o Wher 5% of o v o L s et Al
mention that
for sign-f & golve crteria. Achiing a specifc minimum number s very Important)
™ . Project Timelines . ProjectTimelines 2 RequestUC E -
St A ok of s opesalutons/ 7433 Weeks
services and ssue of Go-Live Certficte from Li
43
200 & Project Timelines & Project Timelines s Implementation of EOR and rall out o agents n the Request IC -
edpons. Dt o implemetaton of bt e il endpoints. T+ 40 Weeks
s ot saltonof ak o
21 St g penalty ProjectPhase level SUA: | 83,84,85 Such E
Ko penalies”
0. eh distrust
purchase.
The
coiptof PO
1 thefirt (introductory) meeting i not held within 2 weeks
"
(7o)
i not done,
penalty willbe imposed.
ot
done, penalty willbe imposed.
dentifed pool is ot provided within 45 days
3 St & penalty = Every bidder o e revied
beyond three weeks
Pan, uctor
date ofssue of purchase order 2

remendous financial and project executon sk




g St & enalty “ T Please referto
any proch the project. Penalties”
the
complaint
0 case any o thesystem s completey down th defect should be attended and
ectiid within  hours of receipt ofnotice.
BT St penalty e The Bdder proi
2 2 penalties”
B3 St penalty e [
HAcomponents: lease remove |penaltes
this clause
3 St penalty SoCsolution e oric
management tapism and dispute. Please remove this clause penaltes
Version/ of
Release/Upgrades / delay or part thereof.
Patches
7 St penalty © B the soluton (
solutons within 3 monhs
Checkup observations important indings only confguration changes oy
within 2 weeks Unable to cose Health Check-up observations within 2 weeks
Securtty Bug/
winerabilty
ncements etc.—
Rectficaton of security
and operational bug/
Vulerabity/
enhancements
28 St penalty ‘Ongoing Operational 7 Reauest
penaltes
Reporting Requirements ona quarterly basis.
notine.
tuning polices, rules, and correlation rules.
g S & Penalty UEBA Accuracy 5 o Plase refer
more than 5%. ‘measurement and spplicabilty wil be on adhoc bass penlies
0 St penalty ® RequestUC
and Please refer to the revised "Service Level Agreements (SLAs) &
penalties”
=1 St g Penalty £ Jeted  Please refe 1o the revised “Section £ Scope.
Services of no more than 5 measurement and spplicabilty wil be on achoc bass of Services”
= Section G: Payment Terms & WA % Delivery of software and applances 30 % of cost Reauest you o revise thi payment schedule Please refer to the revised "Payment Terms & Condidons™
Condiions per scope of Delivery ofsoftware and appliances : 70 % of cost
work-40%
After GoLive e, AfterGo Le .,
the respective OEM/5-25%. peof
work.-5%
a5 perthe scope of work- 5%
=) Section G- Payment Terms & WA £ " 2 “Payment -
Conditions quarter. fication. A
feation of Serice leve agreements’defined in ths RFP Kindly UC should accept the same for release of payments
o OEM Quarterly Audit Report
254 | Annexure F-Techmical Compiance SE Techmical W [ please propop
speficaion
day one.
255 | Annexure F-Techmical Compiance SE Techmical W |n This pant s contradicting to point 1o Please refer to the revised "Annexure F*
speficaion b
peak EPS without dropping logs.
considered.
256 | Annexure F-Techmical Compiance SE Techmical W |n Kindly et us -
speficaion know if
e and approximate count of the custom connectars needed.
Implemented by the OEM.
257 | Annexure F-Techmical Compiance SE Techmical e} Foi W Tond on
speficaion system etc pping “Annexure £
First 1000 ogs.
alsoa
ortruncate any number of results querid by the analyst
258 | Annexure F-Technical Complance SIEN Technical m Point. e and Tor
Spedfication
255 | Annexure F-Technical Compliance SIEM Technical m Point. Toad on
Spedfication within 30 seconds or les. pring
first 1000 s,
Plsse
ortruncate any number ofresuls queried by the analyst,
260 | Annexure F-Techwical Compllance | SOAR Techmical m B
spedficaion achieved - please confirm fthis s acceptable.
Forensictools (¢.5. FTK, EnCase, Autopsy. |
1T (e AD,SAML..|
~Communicaton toos (e, emal Sack,Hipcha..|
SIEM tools
Endpointsecurity
Network securty
Active Directory
Threat Iteligence:
Oynamic malware analsis
61 | Annexure F-Techmical Compliance Ues Technical g B our
Speficaion
deep learning.
262 | Annexure F-Techmical Compliance PCAP Technical g B D B
spedficaion network (North / South and East/ West) with abily o perform high speed lossless
requirements from day one.
Internet FacingSites:
Site &30 Gops
Sie B: 500 Mbps
CSite C:1Gops
Sie 0:3 Gops
MPLS Colo ites
North:Site A- 4 Gbps
-West Site’ -4 Gbps
East SiteC-4 Gbps
~South: Site D - 4 Gops
~DR: it £ - 8G0ps
“SiteF-4Gbps
~Site G-1Gbps
~SiteH-16bps
263 | Annexure F-Tedhmical Complance PCAP Technical m Point. Please refer to the revised “Annexure £
spedfication South and East /-
requirements from day one.
Internet Facing Sites:
SiteA:3.0Gops.
site 3
“SiteC:1Gops
Ste 013 Gops.
MPLS Colosites:
North:Site - 4 Gbps
-West: Site -4 Gbps
ast Site C- 4 Gbps
~South: Site - 4 Gbps
DR Sito £ -8Gbps
Sstef-a
~SiteG-16bps
~SiteH-1Gbps
264 & el Creria 0 0 The Requestlcto change o Pleaserefer to the revised "Minimum Elgiity Crtera”
outof "
purchase order
this KPP to organisations in
diferent ocaions n India.
%5 6. Elgbity Crteria points 0 The bdder Pease
e, change as below for larger paricpation

Sector

one)
deploying

on date of submision of bids n PSU/ Government Organizations.”




26 & el Critera 7 5 The bidder For larger paripation request U to dhange Please refer to the revised "Minimum Elgibity Crtera”
e, 75000 |
UEBA solution
Uesa .
locations in India
%7 5 Please refer to the revised -
the premises ort can be an online training,
scope o this RFP.
8 5 Request UC to darfy the number of paricipants Please refer to the revised "Secton £ Scope of Services”
creation, report generation for allsolution etc
% G pants Traming can be -
conducted online. Kindly onfirm
7 ® e Iso | Please refer o the revied " -
Soc to NGsOC: w
ings ec. for o years. Ensure that the
backup, i jred
71 ” Kindlyconfim 1 Please refer to the revised "Secton £ Scope of Services”
Work- 1 General the soution
Requrements
enterprise environments
m ” Please refer to the revised -
Work- 1. General
Requrements atthe tme of impl The bidders
m El pro :
Work- 1 General should be SHA2S6 encrypted. or bidder needs to provide the solution
Requirements
Eg " 3 . mode,version, ype) 3
e egration of ol
(siewm)
implemented by the OEM
7 3 -
and Event Management with U,
(siewm)
7 Section & Scope of Sevices 6 Project Tmelines 2 Phase 2 Implementation of CTl and CTH Requestyou to consider the cause as beiow, Please refer to the revised "Secton E-Scope of Services”
o2 Weeks
Phase 2 Implementation of CTl and CTH
m Section € Scope of Sevices 6 Project Timelines " E -
T8 Weeks
Phase 3 Implementation of PCAP and NBAD.
416 Weeks
I E)
Performance of SLA of no more than 5 from per Plase refer to the revised
during contractperiod: penalties”
775 | Annesure O TechnicalScoring Poinc3 109 The houiah =
led, this e,
lacations in India
280 | Annexure D: TechnicalScoring Pointa 109 h For larger participation requestIc (o change a5 below - Please refer to the revised “Annexure 0"
3 references of 60000 EFS and above -> 15 Marks. ombined capacit of 100,000 €95 and above - 15 Marks
43 eferences of 50,000 E75 and above -> 12 Marks “Bombined capacity of 70,000 E7S and above -> 12 Marks
above >5 Marks
pletion of the
work)
/| Annexure D: TechnicalScoring Point7 0 Please refer to the revised “Annexure -0
osce/
Level Cetfcaton
10marks « Every Additons| 5 Resources - 2 Mrks subject o maximum of 10 marks
+ 100 Resources > § Marks 50 Resources ->5 Marks
w “Annexure F-PCAP Techmical Poincs TP, NBAD 35
Spedfications 105/1PS, network device, TIP, NBAD, etc. and
) ‘Amnexore £ NBAD Technical Pomt13 yof nteg: “Annexure "
Spedfications limited o) SEM, SOAR, EDR, NAC.UEBA etc. i
dentifed,request you to delte the cause
affecting legitmate traffc o the network.
) Pont 12 “Annexure|
including but not imited o the following technologis: achieved - please confirm f this s acceprable.
Forensictools (e, FTK, EnCase, Autopsy. |
T (o8 AD,SAML..|
~Communicaton toos (e emal Sack,HipChat..
SIEM tools
Endpoint security
Network securty
Active Directory
Threat Inteligence
Dynamic malware analysis
3 Point 99 suchas “Annexure "
@ ! o convert
based on their acess and usage requirements
3 For o
We requestLic
score calcultion
287 | Annexure F-Techmical Compliance PCAP Technical g
Spciications/ 15 from the cause
7 for HTTP, NS, B, LDAP and others such as time, ks, IP adres, port
applications,protocols, unstructured hex or binary data, etc.
285 | Annexure F-Techmical Compliance PCAP Technical g neligent | lease rfer o th revised "Annexore.
Speciications/ 26 Joad). In addic N
duraton or them -
header. I addl
for ather too
following optons per Applicaton Trafic:
« Capture the entire packet. following options per Application Trffc
iteligent slicing of packet based on protocol. « Capture the entire packet.
Packet Truncation. « Exclude spedific packets
« Exclude speciic packets « Capture only headers"
« Capture only headers
) Elgioity Criters Query 75000 On UeBA " g
The number
1
%0 “Addtional Query

model, Thus,
[




1 6. Elghity Crteria Elgibity Citeria Point 1 The bdder Please refer to "Revised Annexare C - Minimum Elgibilty
Nos jid, crieria”
Relaxation for
Sector, ciause "
and partcpate in thisopportuniy.
of minimum 60,000 S n the last 5 years precedingto the date ofthe RFP.
any other company.
292 | 5. pricing Biling, Duties and Taxes a B The Vendor | T equests [ lease refer to the
hould i uc:
shallbe permitted
= Section G: Paymen Terms & £ The payment terms defined n RFP are 2 below: Payment Terms & Condiions"
o Delvery—-30% o Delivery ~70%
o nstallation & Itegration - 40% o Instalation & Integration ~ 20%
Live -2 After Go-live 5%
o Trining - 5% o Training - 5%
= “Annexure C: Eigilty Crteria 3 Tox, D %
L FY20222023, | lease refer to therevised "Minimum Elgbity Crtera™
this . FY2021-2022 and FY2020-2021
3 Amexure € Panthos w0 Tox, factorto Plesse referta
crieria”
this .
6 Amexure € Pontnod w0
Soutol Plase refer tothe revised "Minimum Elgibity Crteria’
purchase.
Sect
=7 Ammexure € Panthos w0 Please refe tothe revised "Minimum Elgiify Crtera
Sector. oEm.
Bidder requeststhe clause to be moified 3 below
the iFP.
any other company.
60,000 %S n th lst 5 yearspreceding o the date of the RF.
8 mexure € PontNo7 07
jed, 75000 per
W tuc
/
locations in ndia
50000 users
35 mexure € Pontno 10 108 The b 00T
(OSCP/ OEM Level Crtcation
proposed OEM)
@
Certfication Copies under supporting documents.
30 Amnexure 0 Potno3 109 o “Annexure D
dlavse asbelow
L reference > 5 Marks 5
pletion of the iferent locaions in India.
work)
« Lreference > 10 Marks
letter slong with invoices and/or Certiicate o completion ofthe work)
01 Amnexure Pontnod 105 s RFP, musthave
experience. s e,
e  must have
« 3 references of 60000 EPS and above -> 15 Marks wsse /
3 references of 50000 EPS and above -> 12 Marks ndia
-3 references of 30000 £°S and above -> 8 Marks 3 references of 60000 £PS and above > 15 Marks
3 references of 20000 EPS and above -> 5 Marks 3 references of 50000 £9S and above > 12 Marks
3 references of 30000 EPS and above -> 8 Marks
order/engagement ette along with invoices and/or Certficae of compleion of the 3 references of 20000 EPS and above -> 5 Marks
work)
letter slong with invoices and/or Certiicate o completion ofthe work)
) Annexure Pointnos 0 The s RFP, must have. o
e, to modify the
india i REP,
= More than 2 references > 10 marks
+ 2 references > Marks PSU/Government/Private/SFSI Sector Firms n India:
Each additonal reference -> 2.5
order/engagement etter along with invoices and/or Certficae of compleion of the + Lreferences > 5 Marks
work)
letter slong with invices and/or Certiicate of completion ofthe work)
03 Scope of Servces Phase 2 Desiging, B Pollcy & Procedure Documents Typicall, g
50 for solution implementation
S0P for operations of the solution.
e e e, 0
50C to NGSOC Integrated with NGSOC uc
= o 3
architecture,network, applications, processes etc
g mnexure logrand | ReauestUC or by bidder? “Annexare|
Siem associated normalised events must be tored on online medi fo a duration of &
Tape
orary.
06 Amnexore s Saar|Please
Siem least3 days.
£ Sectiont T E) TVset for SOC? I yes, indly share the
Display Panel/ TV st covering all appliancesfor viewing real-time incdents / events, specificatons and auantites for the same. Plase refe tothe revised "Annexure G - Commercial Bid
alerts,status of actions taken etc. (ndicatve ricing)”
o) Sectiont T ® B 3 g g
from date ofssuance of 0. Whatwillbe the SLA for the existing SOC?
wiluc
39 Seation® T ® Please
vendor as per SLA i force. penalties”
0 Sectiont 2 " E 0
Clause Deleted

upto 20%

20% Yo project growth




11 Section G & Tawecks Please refer to the revised "Secton £: Scope of Services™
Th1d weeks,
items. =>T+8 weeks
n Section G E Phase 3 mplementation of PCAP and NBAD —> T+ Weeks The delvery T8 weeks Please refer to the revised "Secton £ Scope of Services™
Implementation aso hagpen n T48 weeks. We assume t < 3 Typo error, lease confr.
EY Section G e “The T =
valve. Plase refer to the revised "Service Level Agreements (SLas) &
penalties”
defined timelne
g Sectont G @ i I B
. valve. Please refer tothe revised "Service Level Agreements (SLas) &
penalties”
applicable accordingly.
s SectonC: 2o ) Frice for any Priing, Biling, Duties and Taxes”
difer
prevalling at that time.
3 Sectonc. o ) Torexand
years. The vendor o
changes,if necessitated by ICduring the contract priod of 5 years. The contract terms & conditions . However the pices will be decided
ue mutually based on negotiaions
of
By SectonC: En 2 The Vendor Pricing, Biling, Duties and Taxes”
should not, variation in GST orsimiar inirecttaxes
levies/
shal be permitted
38 SectonC: a)anab) B B) Bidder requestfor the following consideration Please refer to the revised "Picng, Bling Duties and Tares™
1
period of this tender. agreed nthe event of any variation in quantity
o 2
on the same terms & conditions during the aldity of the contract
g Section & 7 " Service Level Agreements (SUAs) & Penalties Bidder Requests the ollowing Considerations Please refer to the revised Servce Level Agreements (SLAS) &
L penlies
E "
B
purchase dause
A
arrangements o3 maximum of 10% of the cost o tht tem(s).”
4. Quarterly SUas shall be capped 1o 10% quarterly charges,
BT SectonG 3 % below tabe, “Payment -
actities for
1 Delvery of software and applances - 80%of cost
P - 10% of co
3.After Go Uve e, ater acceptance test and audit, validation and certficaton by all the respective
5% ofthe cost
4 the cost
5. Payment for the Onsite Services - Monthlyin arrears
during the contract period.
BT Secton 3 £ New = 3
inveires
BT} 3 0 ) Viaiztion o e of oA,
forfeitue of performance Bank guarantee and additonally
“Viaation of .
B B O B B We request that the dause be delted and replaced as belov: The PG may be Invoked for entre amountf the vendor
» i pior o the. o3cks-out of is obligations a per ths tender o f th fresh
g 30days, material o
breaches of the Contract
oy . This conltion is sublect tproviding the vendor a
breaches before PBG s invoked.
B e Suditand access F " deleted
325 | Annexure F-Tedhmical Complance PCAP Technical g “Annexure|
Specifcatons/ 1 s 30G0ps. However, f we 3dd
e 37.56bp5.Reay
requirements from day one. for which we have to desgn the solutin.
Internet Facing Sites:
~site A:30Gbps Centralzed management at DC and DR, kindly confirm.
Site B: 500 Wby
“SiteC:1Gops
“Ste0:36
MPLS Colo Ses:
North:Site - 4 Gbps
West:Sie 84 Gops
East:SiteC- 4 Gbps
South:Ste D4 Gops
~DR:Site £ -8Gbps
Sie -4 Gops.
Site G- 1Gbps
SiteH-1Gbps
B nexure K Performance Bank fer o
antee
egualto 10%of the Total Contract Value
0 5% of the Total ContractValue:
327 | ecton B: Initation for Request for B 0 C Syearsof
proposal Elgibilty Crteria outof Indust
purchase order 8of mainc Tender
1 supplier/
creditworthines of the supplier”
Hence,
328 | Secton B: Invtation for Request for 5 1 B
proposal Elgibilty Crteria e, Indust
8of main 10: Speci Tender
Sector. K
India 1 suppler/ C
t0:any other company creditworthiness of the supplier.”
Hence,
525 | Secton B: Invitation for Request for s 0 7
proposal Elgibilty Crteria e, 75000 Indust
wsers 8of main 10. Speci Tender
1 suppler/ C

creditworthines of the supplier.”

Hence,




330 | Section binviation for Request s B The bidder musthave 3 We hereby decare that we comply the public Please refer to the revised "Minimum Elgibity Crtera”
for Proposal Egibilty rteria minimam of 100 I Securit permanent professionals with procurement guidelines issued by the Miistry of
experience inscope solutions Commerce & Industy, Department of Promotion
thei payroll with & Internal Trade (Public Procurement Section)
certifications such s €159/ i which s directed and regulaed through sub
Level Certficaion clause of 8 of main lause no.10. Specficaton in
Minimum 25 resources mus Tender and other procurement solcations s as
have OEM Level Certifcation folow.
(preferaby of the proposed tuover, Experelence citri, production
oem) capabilty, and financial srenth do notresultin
the unreasonable excusion of Class-1 supplier/
Clas-I LocalSupplier who would atherwise be
eligvle, beyond what i essentil for ensuring
ity technical complance or creditworthiness
the supplier.”
Hence, We request LC to exempt the Experience
ritert clause for Make n ndia and Class | local
supplers.
31 |Adatonalpait 3 B 31 After fnalztion of the RFP process, e selected bdder
should submit 3n unconditonal and irevocable Performance
equal 0 10% of the Total Contract Value.
0.5% of the Total Cantract Vale.
3 Sectond T W T Current Enviranment
uc these.
Kol ocatons.
(Bhopal Kolkata, Chennai, Hyderaba, Agr, Dehi, Pune and Jamshedpur)
Management Development Centre: 1 (Mumbai) Divsional Offces: 113 Pension &
74805/ 505/ )
= Briet Scope of Work Functional NGSOC B3 Ticketng 100 o be used for efectve ncident handiing prog
Architecture (incicatve)
BT El prope Doss UCaleo need s backup of all he logs? Mo, Forlogs the retention period has been speified n he
should be SHA-256 encrypted. we
35 Secton € Scope of Services Asset nventory 5 Assetimventory
(ndicatve) This would be requied tolcense the EASM hence.
3 Pone 32 app exchange|Yes
Jcous 4P please confim f this s acceptable
g Pont 51
devices, applicatons, activ direcory, etc. integration between SIEM & SOAR - hope this & acceptable
) General query Generalquery Please speciy the existing icketing fool used by LIC The ReP for Gcketing tool s under progress
) Generalquery Generalquery A%, UEeA.
ET) Generalquery Generalquery R, UeBA & £0R
E General query Generalquery 0
E) Submission of Bids Submission of Bids ® P Ves
e Password Protection Password Protection 28| Thecopies Please carlty vos
UC for checking the authenticty.
) 1 BriefScope of Wark Ticketing Tool B The Please provide the tcketing ool detals The RFP for Ucketing tool s under progress
reporting and logeing ofinformation security ncidents
g 1 srief scope of Work B 3
‘enabled online portal avalable over desktop, Mobile, Tabletand iPad. This should
avaiable through mabile app f feasible.
3 1 srief scope of Work £
50C to NGSOC from date of ssuance of 70,
7 1 » w© ensure warrenty for next Kindly confi o
50Ct0 NGSOC -
o
38 | AmewreD: 109 2 Ves
nared experience?
e ofssusnce of RFP.
+ Greater than 9 Years > 10 Marks
+ Greater than 7 Years up t 9 Years > 7 Miarks
+ Greater than 5 Years up o 7 Years -> 5 Marks
Certfcate of comple
work)
39 | 29. Duration of the Engagement 3 o
Purchase Order (or deployment of resources |
30 27. period of Validity of ids | 27. Peiod of Valdiy of 3 o
Bids day operations of the SOC setup that s currently in place OR
351 | Complance with I Securiy Py E) The o
uc |resource
should pay for the same at acuals resouce is onboarded subsequently tis has to be done again
) Sectiont T 5 ssetinventory a B
ciera
Requestfthe.
S} E] the ool procures, prog
Services currently operatinal 2
ool which shallbe implemente by LC.
e E) Rand UEBA o Please provide the Information below for he current SOC The detals shalbe shared wih the succesful bader
Nasoc 50 to NGSOC: complete LSIEM : make / model, current EPS count,~Use cases, Architecture
transtion of i appl R P
3 ke/model,
Aiso share the existing available integration with SIEM, SOAR and UEBA
3 5 Resource Deployment S0C Manager 7 Certfications- CSSP/CISM/CISA/GCIA “The nterpretation f /s o 7 Kinly valdate Ves
356 | Annexure F-Technical Compliance SIEN Technical g Point Ves
Spedficaion Asoif
Please confrm i this i acceptable
) Section & cope of serices | 1. riefScope of Work Bl s per 3 Kindly darfy [ves
Iy
equipment without any additional cost o L.
) Section €:Scape of Services Ticketing Tool E] The Rep for Ucketing tool s under progress
ool which sallbe implemente by LIC.
359 & nactive/passive (Active-Actve
Work- 1 General hreat hunti "
Requiements et
%0 Secion € Scope of serices | . Security Information | sader
feasibilty and efforts required for integration progress
(stew) create process s per best practicesinconsultaton with LIC.
) Section €:Scape of Services Penalies on Non- w Downtime of standby | HA components
performance of LA ot support HA, request LIC to excempt bidder from penaltes
during contractperiod:
3 “Addtional Query Whatis the = The pro
) Secton G 125 w02 or
the to consider

of ucwil
pay transportation charges, GST or any other government taxes.

such requestsvia a hange request process.




364 & el Critera PointNo 08 5 |The bidder Please refer to the revised "Minimum Elgibity Crtera”
e,
s
India
the 12513 years preceding t the date of the RFP.
for minimum
3 6. Elghilty Crteria PointNo.08 5 Please refer to the revised "Minimum Elgibity Crtera”
The idder
India
with at least "
the a5t 3 years preceding t the date of the RFP.
for minimum
3 B 5 |s Please refer to the revised "Minimum Elgibity Crtera”
Proposal e, ciause.
s s Jemented
the 12513 years preceding 1 the date of the RFP.
for the 85,
%7 | AmnereD ) W Reauest Plsse refer to the revised Annexare D
Criteri - Parameters suppled,
implemented and supported EDR soluton to cients inthe 6 i 57,
ot
« Greater than 60000 endpoints > 15 Marks « Greater than 40000 to 60000 endpoints -> 15 Marks
« Greater than 40000 endpoints > 10 Marks. « Greater than 30000 to 40000 endpeints > 10 Mrks
« Greater than 30000 endpoints > 5 Marks « Greater than 5000 to 30000 endpoints > 5 Mrks
work) work)
%8 B 5 |s Please refer to the revised "Minimum Elgibity Crtera”
Proposal e, ciause.
Sector "
s s Jemented
the a5t 3 years preceding t the date of the RFP. Il with 2 least 5000 endpoins.
E3) mexare R Section W E
RHEL S endpoints and should be an On-prem solution
solution”
70 mexare R Section W K
prem solution
1 Amexure EOR section W “Authentication Token” “Annexure
cient instllation o the Soluton. Jston. Hs -
) mexare R Section W
1o give more clarity on this functionality ..t EOR functionalty
) Amexure EOR section 3 " “Annexure|
active content such asscripts, macros, and actve content.”
g rnexare R Section W etz [Ta search data, ncluing P, Pracers, Network, Regisr, | T
ncluding File,Process, Network, Registry, Injecton and User data ~ data from the
ciause
7 mexare EOR Section NA_|Solution must be GOPR, DPOPB complan, HIPPA, PCI-DSS. C
7 Eigibilty Crteia [
this RFP should have supplied, implemented and
the 757,
clent in PSU/Government/Private/8FSISector i India with
ateast 30000 endpoints.
The proposed OEM product for EOR should have been
successfully running in minimurn three organizatons for
minimum 30000 users in each organization during the last
3 yearspreceding o the date of the RF.
377 | Endpoint Detection and Response &
(eoR)
7 g . E “Annexure|
the cent
7 g 13.Soluton must be GDPR, DPOPS compliant “Annexure £
=0 g 17 The soluton must use an “Authentication Taken" - “Annexure £
cient installation to the Soluton. clent nstallation to the solution.”
e or m g
(redentials Guard and Windows Defender App Contral
3 g ;D - - “Annexure £
) g "Pass the Hash” technia E g “Annexure "
thett
) g 95. The vendor hich - o the revised “Annexure £
0 approval by ic. - 7
Log sorage -2 years as per U policy
£ Amexure EOR section = “Annexure|
RHEL OS endpoints and should be an On-prem solution
soluton”
g mexure EOR section = “Annexure £
prem solution
el nnexare E0R Secton “Authentication Token” s s
cient nstllation o the Soluton. Jaton. H
) mexure EOR section team “Annexure £
0 give more clait on this functionay w.r. EDR functionaifty
) nnexare E0R Secton s s
acive content such s scripts, macros,and active content.”
=0 Amexure EOR Section o search dats, ncluding Fil,Process, Network,Regitry, Inecton, and user dat 0] “Annexare|
ncluding File, Process, Network, Regstry, Injecton and User data ded. H aata from the
cause
) Amexure EOR Section 3 “Annexe '
) “Annexure €. Elighily Crteria WA W e Please refer to the revised "Minimur Elgiity Crtera”
B Jemented
the a5t 3 years preceding t the date of the RFP.
1
1o the date of th RFP.
395 | Annexure F-Tedhmical Compliance EOR Technical FE e “rebrand'. Does refer Pease

Soecfications

notication”




394 | Secton b: nwiation for Requestfor | 6. Elgiily Crtera 5[5 Thebidder Please refer to the revised "Minimum Elgibity Crtera”
Proposal jed, )
“The Bi i the last 1ye the date of this RFP should
d supported the proposed EDR OEM to at least 01
the 25t 3 years preceding to the dte of the RFP. (0ne) client in PSU/Government/Private/BFS| Sector in India with at least 1000
endpoints,
The proposed OEM product for EDR should have been successfully running in
ini izati i the last 1 year
preceding to the date of the RFP"
3 B 5 |s Please refer to the revised "Minimum E1giily Crtera
Proposal led,
“The bidder & s OEM
Jeasto1
the a5t 3 years preceding t the date of the RFP. of
Lyear
9% Elgnity Crteria s B |The b The Bidder Please refer to the revised
e, India
the a5t 3 years preceding t the date of the RFP. for minimum
97 B 5 |s Please refer to the revised "Minimum E1giily Crtera
Proposal "
“The bidder Lyear
the 12513 years preceding 1 the date of the RFP.
for
) nexare The sotation Tr—
£0R RHEL 05 endpoints and should be an On-pre soluion 05 endpoints
&ML n order to
fast pace as well
soluton, This RFP was.
) nexre F
E0R prem solution Testing’
fer bi:
w0 Amnexore “Solution must “Annexure £
€08
50, OEM's
prinipls of
publish compiiance for i
o Amnexore “Authentication Token” B “Annexure|
€08 cient instllation o the Soluton. * Jusicaton:
dicall i
permissions o do package nstlltions on thelr own.
o Bmnexore “Annexure|
€08
oruc,
& nota core functionality of an EOR solution.
o mnexore es “Annexure £
€08 fle-based or file-less
atacks” filess attacks
w0t mnexore " X
€08 @ s . ustication;
actve content
malicious in ature.
E3 Amnexore obe -
e0R benign by the sandbox the sandbor’. Justifcation
recommended to fully block any malcious conten.
E3 Amnexore ffound ss
e0R
found as malicous . Justification:
i Only the ones.
w07 Amnexore
eoR e Jithe
it visilty.
create a visioilty .
o8 mnexure i arder “Annexure £
€08
e + Sandstrom & Turls) or
hreats,
) mnexure - “Annexure
€08
5
isoltion
response tot. This festure
s wil




Please refer to the revised "Annexure £

0 Amnexre
e0R .
¢ Justification: IC having are
(),
holisticall
of the Linux 05,
o Amnexore por Please refer to the revised “Annexure £
£0R i
he enduser routine work & s non intrusiv.
A nexare . Tr—
£0R Justficatio
415 | Ammexure - Technical Complance. DR Technical T3 [Soluion must be GOPR, DPDPS complant Please refer to the revised “Annexure £
Soecfications
418 | Ammexure - Technical Complance EOR Technical m K Please refer to the revised “Annexure £
spedfications Authentication) integrating with third party server AAA system ke (AD,LDAP,etc)”
W5 | Anmexure - Technical Compliance DR Technical s Tr—
spedfications D55 8 HiP
and any appiicable lws and regulations (such as IRDA, DPDP Actetc)
Eg Work 7 Please refer to revised
ndpoints to mitigate ulneraties. pe
1o remove this point rom RFP
w7 i hasto Please refer to the revised “Annexure
R 05 desktops " L pltic
00 Sorvere
o Elgibilty Crteria Eighiity Cteria “proposed ity
e, fone)
the a5t 3 years preceding t the date of the RFP.
for minimum 1
1o the date of the RFP.
) “Annexure C: gty Crteria Elgbiny Cteria W [ate o the cause a5 Please refe tothe revised "Minimum Elgiify Crtera
e, fone) |8
0 “Annexure C: Elighilty Crtera Elghilty Cterla w e E g
Sector "
ofthe clause a5
5
during the ast 7
India.
W | Amewren: o n Please refer to the revised Annexure D
e, & The Bidder, i 67,
ot ndia for 3 minimum endpoint count of:
« Greater than 60000 endpoints - 15 Marks « Greater than 60000 endpoints > 15 Marks
 Greater than 40000 endpoints -> 10 Marks « Greater than 40000 endsints > 10 Marks
 Greater than 30000 endpoints > 5 Marks « Greater than 30000 endpoints > 5 Marks
work)
) & Elghilty Crtera s B Please refer tothe revised "Minimum E1giify Crtera
Sector "
Secor in India with at least 15000 endpoints.
the a5t 3 years preceding 1 the date of the RFP. for minimum
W23 | Annexore O-TechmicalScoring Poincs 10| The Biader during the ast 5 years preceding o he date of s RFP, must have | For lrger partipation reques i to change as below - Please refer to the revised Annexure D
) ’ i,
ot
reater than 60000 endpoints > 15 Marks “Breater than 30000 endpoints > 15 Marks
“Breater than 40000 endpoints -> 10 Marks
reater than 30000 endpoints > 5 Marks
the work)
work)
2 RequestUC “Annexure £
RHEL OS endpoints and should be an On-prem solution elctronics and information technology (Meity) empanelled CSP.
s ‘Annexore FEOR Technical P15 e
Soedfcations
Eg ‘Annexure F- EOR Technical Pointes
Soedfcations
Ed Annexvre F “The solotion must
e0R RHEL S endpoints and should be an On-prem soluion o
Vo they need to
for 0K wers,
Eg Amnexore
e0R prem solution 3
for 30k users.
2 mnexure ) R
€08
w0 Amnexore “Authentication Pease
e0R cient nstllation to the Soluton. " Justitcation
that
3 Amnexore Pease
e0R 2 Fatner than
ofan E0R soltion,
) mnexure es “Annexure
€08

oluton functonalty for which UC hs 3 proey arecly depoyed




5 Amnexre ncoming. Please refer to the
e0R d " usication:
active content “
a nexure “Annexare
E0R benign by the sandbox sandbox’. ustifction:  hence
s Annesore Wround 32 Al Tr—
R
found as malicous
3 nexare F Tr—
£0R e so fle”.
There cn be
£ nexare Tr—
£0R RHEL 05 endpoints and should be an On-pre soluion o
i attacs Ao they need to
for 80K uers,
3 nexare Tr—
£oR prem solution
for S0k sers,
9 Amnexre N § Please refer to the revised “Annexure
£0R
w0 nexre F Token”
£0R clent nstallation o the Soluton. * Justifcaton:
conditons, LIC
permissions todo package instllations on thelr own.
wa nexre F
R ner than
ofan E0R solution,
w2 Amnexore “Annexure £
€08 file-based o ile-less
atacks” flless attacks
s Amnexore " “Annexure £
€08 d Justication:
active content
hence
T nexre F Tobe
E0R benign by the sandbox the sandbor’. Justifcation
recommended to fully block any malcious content.
3 nexre F Wround 52
R
found as malicous . Justification:
i Only the ones.
conicton should b submited fo sandboxing.
s Amnexore
e0R e
emuiated 50T There can b
@ Amnexore
e0R
+sandstrom & i
both LiC 3nd Nation
s Amnexore
e0R .
isoltion.
response: This feature
This il
3 Amnexore
e0R Linux (RHEL
protection” ustfiction: L Stackof RHEL
(inex),
holistical
ofthe Linux 05,
w0 Amnexore " Pease
e0R
needec onthe endpoins
important role i detied investigation of the victim endpoint,
"
enduser outine work & s non ntrusie
w1 Amnexore i Pease
e0R + Justication:
befor even the fles ae encrypted and moved o the ttacker serer,
w2 nexure EOR Secton E Pease

RHEL 05 endpoints and should be an On-prem solution

solution”




w5 Amexure EOR Section K Please refer to the revised "Annexure £
prem solution .
= Amexure E0R Section “Authentication Token” e “Annexre '
clent nstllation to the Soluton. nstalaion. H
3 mexure EOR Section Please refer to the revised “Annexure
0 give more claity on this functionliy .. EDR functionaiity
3 prm—— EOR Section " B Tr—
active content such s scripts, macros, and active content.
w7 Amexure EOR Section To search data, ncluding i, P . Regity, inectan, and user & © Please refer to the revised “Annexure £
including e, Process, Network, Registry, Injecton and User data ded. - data from the
dause
w8 Amexure EOR Section Solution must be GOPR , OPDPB complant ». Please refer to the revised “Annexure £
359 | Ammexure - Technical Complance. EOR Technical T3 [Soluion mustbe GDPR, DPDPS complant Please refer to the revised “Annexure £
Speciications - point 13
960 | Ammexure - Technical Compliance. oical s ntegrating Annexore P
SpecHicatons point 15 Authentication) Wit third partyserver AAA system ke (A0.1DAPete”
361 | Ammexure - Technical Complance. EOR Technical 03[ The soluion should have the abily t re brand user notfcations Motlcations | lease refer ta the revsed "Annexure
Spcifcations - point 31
U6z | Ammexure - Technical Compliance sl s Tr—
Speciications - point 68 benign by the sandbox i pol
admin s found to be benign by the sandbox
96| Anmexure - Technical Campliance EOR Technical W [Theven Thew Tr—
SpecHicatons - point 35 approvalby i, Integating with IEM soltions provided | spproved by UC
UC ool
464 | Ammexure - Technical Complance EOR Technical m Please refer to the revised “Annexure £
27001, exc) )
and any appiicable laws and regulations {such as IRDA, DPOP Actetc)
3 0 Consider Tr—
RHEL 05 deskiops Unueplti
00 Servers
466 | Ammexure - Technical Complance DR Technical m “rebrand. Please refer to the revised “Annexure
Soecfications notifcation?
3 - Elgnilty Crteria SNo-8 0 ireao, bidders Please refer to the revised "Minimum E1giily Crtera
e, projects u
least forthe idder.
68 6. Elghity Crteria 6. Elghilty Creria B |The i 3 Please refer to the revised "Minimum Elgibity Crtera”
e, s
Sector "
ateast 30000 endpoints.
the 12513 years preceding 1 the dateof the RFP. for minimum
=) “Annexure C: gty Crteria WA W [aThe Please refer t the revised "Minimur Elgiity Crtera”
e, fone)
the 12513 years preceding t the dateof the RFP. Lakh users
during the ast 3 years preceding o the date of the RFP.
Eg Annesore e} “The slotion must
E0R RHEL S endpoints and should be an On-prem soluion o
i attac o they need to
for 80K uers,
o nexre F e}
E0R prem solution -
fer bi:
) Amnexore m “Solution must “Annexure £
€08
50, OEM's
publish compliance for i
) mnexore m “Authentication Token” g “Annexure|
€08 cient nstallation to the Soluton. * Jusifcaton:
dicall i
Aiso reg.
permissions o do package nstlltions on thelr wn.
o mnexore m = “Annexure £
€08 . rather than
ofan EDR solutin,
s Amnexore g
e0R - based orfleless
attacs’ flelss atacks
es. Blocking C&C
toLiC.URL
Eg Amnexore g ‘
e0R ” Jusiction
acive content
Ca mnexore m “Annexure £
€08 benign by the sandbox sandox”. ustifction: hence
malcious content,
s mnexore m Wiound a5 Al “Annexure £
€08 i
found as malicious * Justfication;
Jessattacks. L
iy the ones
convicton should be submited for sandboxing.
) nexure m “Annexure
€08 e BoT e
“here can e
0 mnexure m i arder “Annexure
€08
e + Sandstrom & Turls) or
hreats,




w Amnexre s Please refer to the revised "Annexure £
e0R .
the larger .
isoltion
This feature
his il
" Amnexore m Please refer to the revised “Annexure £
£0R Linux RHEL
RHEL
ROP, d shal
protection” ustfication: L stackof RHEL
(o),
of the Linux 05,
w5 Amnexore m response. Please refer to the revised “Annexure
£0R il
Download of b Jete the i, Send th
Jusification: -
i
he end-user routine work & s non-intrusiv.
T nexare m - Tr—
EOR Jusication:
befor even thefles ae encypted and maved o the aiacker sener
W5 | Ammexure . Technical Compliance DR Technical W |m rebrand Tr—
Savcfcations notieation?
3 Amexure € w0 0
e, fone)
Hence reguest LIC to modifythe clause t0 25 below:
s
supported the
the a5t 3 years preceding t the date of the RFP. 15000 endpoints
for minimum
£ Annerwred Pomtno6 o h
suppled, s scale we request LIC to consider the following clause.
implemented and supported EDR soluton to lents in the h
i, clnts nthe.
ot
 Grester than 60000 endpints > 15 Marks + Equalto o Grester than 15000 endpaints > 10 Marks
 Greater than 40000 endpoints -> 10 Marks « Equalto o Grester than 10000 endpoints - 7 Marks
 Greater than 3000 endpoints -5 Marks + Equalto o Greater than 5000 endpoints > 5 Marks
work)
3 references of Greater than 30000 endpoints > 5 Marks.
« 2references of Greater than 30000 endpoints > 3 Maris.
« Lreferences of 30000 endpoints 2 Marks
2
s mexare EOR Section E
RHEL S endpoints and should be an On-pre solution
solution”
) mexare R Section K
prem solution
0 Amexure EOR section “Authentication Token” 5 “Annexure
cient instllation o the Soluton. Jston. H -
o1 nnexare E0R Secton
1o give more clarity on this functionslity .. EOR functionalty
) mexure EOR section " = “Annexure £
actve content such asscripts, macros, and actve content.”
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