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LIFE INSURANCE CORPORATION OF INDIA

Invitation for Expression of Interest (EOI) For Database Security Tools

[Ref: LIC-CO/IT-SD/EOI/2023-2024/DBS dated 08 January 2024]

Corrigendum - 1 dated 08 February 2024

EOI Section

Sub-section

Pg. No

EOI Clause

Modification Clause

Section A:
Introduction

Activity Schedule

Last date & time for submission of bids:

09 February 2024, latest by 04:00 PM

Last date & time for submission of bids:

23 February 2024, latest by 04:00 PM

Section A:
Introduction

Activity Schedule

Bid opening date & time:
09 February 2024, latest by 04:15 PM

Bid opening date & time:
23 February 2024, latest by 04:15 PM

4. Scope &
Objective

e (ii) Proof of
Concept (PoC) of
the solution on
sample databases
as below:

11

# Database Count Operating # | Database Flavor Count Operating
Flavor System System
1 MySQL 5 RHEL 1 MySQL 5 RHEL
5 Oracle 1 Orfalcle . 5 Oracle 5 Oracle Fnterprlse
Enterprise Linux Linux
3 SAP HANA 1 SUSE Linux
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Database Activity
Monitoring (DAM)
Solution:

implemented for Private Organizations in India with
market capital of minimum 500 Crores or PSU/
Government/ Regulator/ Stock Exchanges/ BFSI Sector
Firms in India.

# | EOI Section Sub-section Pg. No EOI Clause Modification Clause
[ 4 | Others 3 - SAP HANA 1 SUSE Linux
PostgreSQL 1 RHEL
5 MS SQL 1 Windows
4 | 4. Scope & j (i) Scoring Criteria 13 Proof of Concept: Integration Compatibility of Proof of Concept: Integration Compatibility of Databases
Objective for Part A - Databases with DAM Solution as per scope: with DAM Solution as per scope:
Database Activity
Monitoring (DAM) Parameter Score Parameter Score
Solution: MySQL Database 5 Marks MySQL 4 Marks
Oracle Database 5 Marks Oracle 4 Marks
SAP HANA Database 5 Marks SAP HANA 4 Marks
Other Databases 5 Marks PostgreSQL 4 Marks
MS SQL 4 Marks
5 | 4. Scope & j (i) Scoring Criteria 14 5. During the last 5 years preceding to the date of this 5. During the last 5 years preceding to the date of this
Objective for Part A - EQI, the DAM Solution should have been supplied and EQOI, the DAM Solution should have been supplied and

implemented for Private Organizations in India with
market capital of minimum 500 Crores or PSU/
Government/ Regulator/ Stock Exchanges/ BFSI Sector
Firms in India.

Parameter Score

Parameter Score

Every Additional reference of 20 Marks
200 Databases (separate
clients) for RBI/IRDAI regulated
or owned entities -> 5 Marks
each subject to maximum of 20

marks

(Copy of the Purchase order/ Work order/ engagement
letter/ Certificate of completion of the work to be

Every Additional reference of 20 Marks
100 Databases (separate
clients) implemented for
Private Organizations in India
with market capital of
minimum 500 Crores or PSU/
Government/ Regulator/ Stock
Exchanges/ BFSI Sector Firms in

India.
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# | EOI Section Sub-section Pg. No EOI Clause Modification Clause
submitted)
(Copy of the Purchase order/ Work order/ engagement
letter/ Certificate of completion of the work to be
submitted)
6 | 4.Scope & j (i) Scoring Criteria 14 5. During the last 5 years preceding to the date of this 5. During the last 5 years preceding to the date of this
Objective for Part A - EQI, the DAM Solution should have been supplied and EQOI, the DAM Solution should have been supplied and
Database Activity implemented for Private Organizations in India with implemented for Private Organizations in India with
Monitoring (DAM) market capital of minimum 500 Crores or PSU/ market capital of minimum 500 Crores or PSU/
Solution: Government/ Regulator/ Stock Exchanges/ BFSI Sector | Government/ Regulator/ Stock Exchanges/ BFSI Sector
Firms in India. Firms in India.
Parameter Score Parameter Score
Implemented on 300 5 Marks Implemented on 200 5 Marks
Databases for RBI/IRDAI Databases for RBI/IRDAI
regulated or owned entities regulated or owned entities
(Copy of the Purchase order/ Work order/ engagement | (Copy of the Purchase order/ Work order/ engagement
letter/ Certificate of completion of the work to be letter/ Certificate of completion of the work to be
submitted) submitted)
7 | 4. Scope & j (ii) Scoring 13 Proof of Concept: Integration Compatibility of Proof of Concept: Integration Compatibility of Databases
Objective Criteria for Part B - Databases with Database Encryption Solution as per with Database Encryption Solution as per scope:
Database scope:
Encryption
Solution: Parameter Score Parameter Score
MySQL Database 5 Marks MySQL 4 Marks
Oracle Database 5 Marks Oracle 4 Marks
SAP HANA Database 5 Marks SAP HANA 4 Marks
Other Databases 5 Marks PostgreSQL 4 Marks
MS SQL 4 Marks
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# | EOI Section Sub-section Pg. No EOI Clause Modification Clause
8 | 4. Scope & j (ii) Scoring 14 5. During the last 5 years preceding to the date of this 5. During the last 5 years preceding to the date of this
Objective Criteria for Part B - EQI, the Database Encryption Solution should have EQI, the Database Encryption Solution should have been
Database been supplied and implemented for Private supplied and implemented for Private Organizations in
Encryption Organizations in India with market capital of minimum India with market capital of minimum 500 Crores or PSU/
Solution: 500 Crores or PSU/ Government/ Regulator/ Stock Government/ Regulator/ Stock Exchanges/ BFSI Sector
Exchanges/ BFSI Sector Firms in India. Firms in India.
Parameter Score Parameter Score
Every Additional reference of 20 Marks Every Additional reference of 20 Marks
200 Databases (separate 100 Databases (separate
clients) for RBI/IRDAI regulated clients) implemented for
or owned entities -> 5 Marks Private Organizations in India
each subject to maximum of 20 with market capital of
marks minimum 500 Crores or PSU/
Government/ Regulator/ Stock
(Copy of the Purchase order/ Work order/ engagement Exchanges/ BFSI Sector Firms in
letter/ Certificate of completion of the work to be India.
submitted)
(Copy of the Purchase order/ Work order/ engagement
letter/ Certificate of completion of the work to be
submitted)
9 | 4. Scope & j (ii) Scoring 14 5. During the last 5 years preceding to the date of this 5. During the last 5 years preceding to the date of this
Objective Criteria for Part B - EQI, the Database Encryption Solution should have EQI, the Database Encryption Solution should have been
Database been supplied and implemented for Private supplied and implemented for Private Organizations in
Encryption Organizations in India with market capital of minimum India with market capital of minimum 500 Crores or PSU/
Solution: 500 Crores or PSU/ Government/ Regulator/ Stock Government/ Regulator/ Stock Exchanges/ BFSI Sector
Exchanges/ BFSI Sector Firms in India. Firms in India.
Parameter Score Parameter Score
Implemented on 300 5 Marks Implemented on 200 5 Marks
Databases for RBI/IRDAI Databases for RBI/IRDAI
regulated or owned entities regulated or owned entities
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# | EOI Section Sub-section Pg. No EOI Clause Modification Clause
(Copy of the Purchase order/ Work order/ engagement | (Copy of the Purchase order/ Work order/ engagement
letter/ Certificate of completion of the work to be | letter/ Certificate of completion of the work to be
submitted) submitted)
10 | 4. Scope & g) Indicative test - Additional Test Case Data Encryption solution must be able to perform various
Objective cases for Part B - types of masking such as Static Data Masking,
Database Deterministic Data Masking, On-the-Fly Data Masking,
Encryption Dynamic Data Masking, etc.
Solution:
11 | 4. Scope & g) Indicative test 13 iv) Sample Test Case 1: iv) Sample Test Case 1:
Objective cases for Part B - a) Encrypt a new and existing tablespace. a) Encrypt a new and existing tablespace. The
Database solution should propose a way to offer minimal
Encryption time for shutting down the databases and
Solution: stopping the applications while encrypting the
existing tablespace.
12 | 6. Eligibility | - 16 The bidder should be in operating-profit (EBITDA i.e, | The bidder should be in operating-profit (EBITDA i.e,
Criteria Earnings before Interest, Tax, Depreciation & | Earnings before Interest, Tax, Depreciation &

Amortization) during the last 03 (three) years preceding
the date of this EOI.

Amortization) during any of the 02 (two) out of the last 03
(three) years preceding the date of this EOI.

Executive Director IT (SD / BPR/ Insurtech) and CTO
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